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Shire of Northampton – Local Planning Policy 2018 
 

 

 
Repurposed &  

Second-hand Dwellings 

Local Planning Policy 
 

Version 2 
Scheme Provisions: 
LPS #11 

3.1 Zoning and Development Table 
4.8.20 Repurposed Dwellings 
LPS #10 
4.1 Zoning and Development Table 
5.11.3 Repurposed or Second 
Hand Dwelling 
 

Other References: 
Shire of Northampton Local 

Planning Scheme No. 10 
Shire of Northampton Local 
Planning Scheme No. 11 
Planning and Development Act 
2005  
 

Special procedural considerations: 
The Council at its discretion may advertise 

the proposed repurposed or second-hand 
dwelling within a designated locality to 
ascertain the views of the neighbouring 
and nearby residents prior to the 
application being considered. 

 

 
1.0 PURPOSE 

 
Local Planning Policies are guidelines used to assist the local government in making decisions under the 
Scheme.  The Scheme prevails should there be any conflict between this Policy and the Scheme. 
 
The use of transportable or modular dwellings is a necessary and acceptable part of the State‟s 
housing product, and there should be no controls in planning schemes that seek to prohibit this form of 
development. However, it is reasonable for local governments to control the repurposing of buildings 
where they haven‟t been previously used as a house, particularly for former mine site „dongas‟, 
shipping containers or sheds. 
 
It is not intended that a policy be applied rigidly, but each application be examined on its merits, with 
the objectives and intent of the policy the key for assessment.  However, it should not be assumed that 
the local government, in exercising its planning discretion, be limited to the policy provisions and that 
mere compliance will result in an approval. 
 
The Shire encourages applicants to produce innovative ways of achieving the stated objectives and 
acknowledges that these may sit outside the more traditional planning and architectural approaches.  In 
these instances the local government is open to considering (and encourages) well-presented cases, 
during pre-application consultation, having due regard to the outcome of any public consultation 
undertaken and the orderly and proper planning of the locality. 

 
2.0 SCOPE 

 
A Local Planning Policy is not part of the Scheme and does not bind the local government in respect of 
any application for planning approval but the local government is to have due regard to the 
provisions of the Policy and the objectives which the Policy is designed to achieve before making its 
determination. 

 
3.0 OBJECTIVES 
 
3.1 To ensure that any development proposing to use a repurposed or second hand building meets 

acceptable aesthetic and amenity requirements in the locality for which it is proposed. 
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Shire of Northampton – Local Planning Policy 2018 
 

 
3.2 To ensure that any repurposed or second-hand dwelling does not detract from an existing (or 

reasonably desired) streetscape. 
 

3.3 To enable the local government to retain such monies (bonds) to ensure the desired standard of 
development is achieved. 

 
 
4.0 DEFINITIONS 
 
Repurposed Dwelling: means a building or structure not previously used as a single house, which has been 
repurposed for use as a dwelling. 
 
Second-Hand Dwelling: means a dwelling that has been in a different location, and has been dismantled 
and transported to another location, but does not include a new modular or transportable dwelling. 
 
 
5.0 POLICY MEASURES 

 
5.1 Conditions 
 
Buildings that are repurposed for residential use or are second-hand dwellings are, in some instances, of 
poor condition and as such the local government may impose conditions to ensure the building presentation 
is of an acceptable standard to enhance the streetscape appearance. Such conditions may include (but are 
not limited to) the following: 
 

a) Need for additional setbacks over and above the prescribed minimum and the need for screening 
via landscaping and/or boundary fencing; 

b) A bond/bank guarantee and legal agreement to ensure the external appearance of the 
repurposed or second-hand dwelling has been completed to the approval of the local 
government; 

c)   The space between the ground level and the floor level being suitably enclosed; 
d) Upgrading, alterations or additional design features that will enhance the elevations and 

architectural detail of the proposed development (ie. roof pitch, eaves, colours/materials and 
external treatments); 

e)   The roof and / or walls being clad of non-reflective materials and be consistent or complimentary 
in colour with the surrounding natural landscape features or desired streetscape; and 

f)    Require landscaping and constructed vehicle access to be established within a specified timeframe 
and thereafter maintained. 

 
5.2 Development Guidelines 

All repurposed and second-hand dwellings shall adequately address the following development 
standards: 

In  
5.2.1 Verandahs, balconies etc on frontages 
 

In order to ensure that the repurposed or second-hand dwelling does not detract from an existing 
(or reasonably desired) streetscape, the proposed development is required to provide verandahs, 
awnings, balconies, porches, porticos or other architectural relief on the elevations that are viewed 
from the street. 
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5.2.2 Materials 
 
The use of „Zincalume‟ or light coloured „Colorbond‟ roof sheeting is permitted for dwellings under 
this Policy. However, care must be taken to ensure the location of the dwelling and the roof pitch 
used does not produce glare nuisance to surrounding properties or passing traffic. 

 
The use of most types of wall cladding for dwellings is supported in the spirit of allowing 
architectural choice. Steel wall cladding is to be pre-painted „Colorbond‟ custom orb type. 
„Trimdeck‟ profile wall sheeting is not permitted. The use of unpainted „Zincalume‟ wall sheeting is 
not permitted, unless used as an architectural feature on no more than 10% of the surface area of 
a facade. 

 
Where appropriate the use of varied building materials is encouraged to provide architectural 
relief. 

 
5.2.3 Roof Design 

 
Roof design can utilise gable, hipped or skillion design. Flat roofs are only permitted where the 
design of the building has been extensively enhanced by other external treatments and is an 
integral part of the modern profile of the dwelling. 

 
5.2.4 External Treatments 

 
Notwithstanding the requirement of Clause 5.2.1 above, in order to achieve high standard of 
dwelling construction and an appropriate level of amenity repurposed and second-hand dwellings 
will be required to address their external facades with additional windows or larger openings, the 
use of verandahs, decking or other architectural relief to side and rear elevations. 

 
It is also recommended that alternative materials be sought for window treatments (ie wooden 
French and bi-fold doors. 

 
5.2.5 Landscaping 

 
In order to not detract from an existing (or reasonably desired) streetscape the proposed 
development is required to lodge and implement a landscape plan. 

 
 
5.3 Application Requirements 
 
5.3.1 Photographs will need to be submitted that clearly illustrate the in-situ condition and appearance of 

the entire building (all sides and roof). 
 
5.3.2 An inspection of a proposed second-hand building, in-situ, will be carried out and an inspection 

report furnished to Council.  Where it is not practicable for the Shire Building Surveyor to carry out 
the inspection it will be done by the Building Surveyor for the area in which it is located or by such 
other person that is acceptable to Council.  All cost for a building inspection will be borne by the 
applicant. 

 
5.3.3 Clear concise details of proposed works to be undertaken to ensure the repurposed or second-hand 

dwelling's presentation is of an acceptable standard to that of the locality. This will generally 
include elevations of the proposed finished works. 

 
5.3.4 It may be sufficient to demonstrate that the proposed development will be isolated from the view of 

neighbours or significant roads to make consideration of aesthetics and amenity irrelevant to the 
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application. 
 
5.3.5 A clear timeframe for the completion of the above works, with such time frame to be as short as 

practicable and a maximum of 12 months.  
 
5.3.6 Any other additional information required to demonstrate that the repurposed or second-hand 

dwelling will be aesthetically acceptable, contribute positively to the desired streetscape and 
comply with the objectives of this policy.  

 
5.4 Bond / Bank Guarantees 
 
5.4.1 Prior to the issue of any building permit for a repurposed or second-hand dwelling the local 

government shall require the lodging of: 
 

(a) A bond amount equivalent to 20% of the estimated value of the approved works to be 
undertaken to ensure the building presentation is of an acceptable standard, with a minimum 
amount of $5,000.00; 

 
(b) A statutory declaration, signed by the applicant(s) and appropriately witnessed, indicating 

that the bond will be forfeited to Council if: 
 

(i) The approved works are not carried out within the approved timeframe; or 
 
(iii) Any notice duly served upon the builder is not promptly complied with. 

 
5.4.2 Bond moneys will only be refunded (if not forfeited) after works required to prevent forfeiture have 

been carried out to the approval of the Building Surveyor. 
 
5.4.3 In addition to plans and specifications normally required for any building application the Building 

Surveyor may, at his/her discretion, require such reports by others to satisfy him/herself that the 
repurposed/second-hand dwelling will meet the requirements of the Building Code.  This 
requirement is most likely to be exercised where original plans for a structure cannot be sourced or 
where they are not of an acceptable standard. 

 

   The Principal Planner/Chief Executive Officer as per the Delegations 
Policy and Register/ 

6.0 ADOPTION 16 June 2005 Advertising Minute 6.9.2 

 21 July 2005 Final Approval Minute 7.11.3 

 V2 16 June 2014 Advertising / Final 
Approval 

(Minutes 6.8.1) 

 16 February 2018 Advertising / Final 
Approval 
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APPENDIX A – EXAMPLES 

& DOCUMENTARY  
 

 

SHIPPING CONTAINER DWELLINGS 

 

 
EXAMPLE 1  
 GOOD 

DESIGN 
POOR 
DESIGN 

COMMENT 

Frontage 

 √ 

The repurposed dwelling is not considered to positively 
contribute to streetscape. There is no defined access 
(pedestrian or vehicular) or landscaping. The small and 
limited number of openings continues to create the 
appearance of a “shipping container”. 

Materials  √ Use of same materials with no additional features. 

Roof Design 
 √ 

Flat roof not considered appropriate without other 
external treatments 

External Treatments  √ No external treatments. 

Landscaping  √ No landscaping. 

Overall comment: 

Typical shipping container with no external treatments, small and limited openings and no variation in 
materials to break up the facade. Overall Poor Design. 
Overall Poor Design. 
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EXAMPLE 2  
 GOOD 

DESIGN 
POOR 
DESIGN 

COMMENT 

Frontage 
√  

Use of decking, variation of materials and openings 
assist in the frontage positively contributing to the 
streetscape. 

Materials √  Use of varied materials with some additional features. 

Roof Design 
 √ 

Flat roof could use some further enhancement to soften 

appearance of the shipping container. 

External Treatments 
√  

Verandah and deck used to soften the appearance of 
shipping container and create useable space external 
to the dwelling. 

Landscaping  √ Limited landscaping. 

Overall comment: 

The use of external treatments, varied materials and a range of openings assists in softening the 
appearance of the typical shipping container enabling the frontage to contribute positively to the 
streetscape. The dwelling could be further enhanced by addressing roof design. Overall Good Design 
which could have some further enhancement. 
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EXAMPLE 3 
 GOOD 

DESIGN 
POOR 
DESIGN 

COMMENT 

Frontage 

√  

Balcony and deck treatment is considered to soften 
front elevation, along with the, use of varied materials 
and extensive windows contributing positively to the 
streetscape. 

Materials 
√  

Use of varied materials, re-cladding of parts of 
shipping container with wood and the use of steel and 
glass. 

Roof Design 
√  

Flat roof considered appropriate given the range of 
external treatments. 

External Treatments √  Balcony, deck and extensive use of windows. 

Landscaping  √ No landscaping. 

 
Overall comment: 

The extensive use of external treatments, varied materials and a range of openings assists in softening the 
appearance of a typical shipping container enabling the frontage to contribute positively to the 
streetscape. Overall Good Design. 
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SECOND-HAND DWELLINGS (TRANSPORTABLE) 

 

 

 
EXAMPLE 1 
 GOOD 

DESIGN 
POOR 
DESIGN 

COMMENT 

Frontage 

 √ 

The second-hand dwelling is not considered to 
positively contribute to the streetscape. There are no 
external treatments, the small and uniform openings 
continues to create the appearance of a “second-hand 

donga”. 

Materials  √ Use of same materials with no additional features. 

Roof Design 
 √ 

Slight pitch to roof, however, given lack of other 
external features not considered appropriate. 

External Treatments 
 √ 

No external treatments although floor to ground level is 
suitably enclosed. 

Landscaping  √ No landscaping. 

 
Overall comment: 

Although the condition of the second-hand dwelling is satisfactory, the limited use of external treatments 
and variation in materials does not positively contribute to the streetscape or the development context 
Overall Poor Design.   
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EXAMPLE 2  
 GOOD 

DESIGN 
POOR 
DESIGN 

COMMENT 

Frontage 

 √ 

The dwelling is not considered to positively contribute 
to the streetscape. There is no defined access 
(pedestrian or vehicular) or landscaping. Small uniform 
windows continues to create the appearance of a 

“transportable donga”. 

Materials  √ Use of same materials with no additional features. 

Roof Design 
 √ 

Flat roof not considered appropriate without other 
external treatments. 

External Treatments  √ No external treatments. 

Landscaping  √ No landscaping. 

 
Overall comment: 

A typical transportable donga containing no external treatments, small uniform windows and use of same 
materials. The lack of these elements along with no landscaping or defined access is not considered to 
positively contribute to streetscape. Overall Poor Design. 
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EXAMPLE 3 
 GOOD 

DESIGN 
POOR 
DESIGN 

COMMENT 

Frontage 
√  

Raised deck and innovative use roof covering along 
with extensive landscaping is considered to positively 
contribute to streetscape. 

Materials 
√  

Varied materials and colours, use of modern external 
cladding, wood, steel and glass all contribute to good 
design. 

Roof Design 
√  

Flat roof considered appropriate given the range of 
external treatments and modern profile. 

External Treatments 
√  

Deck and undercover alfresco area, use of additional 
roof line, large windows and bi-fold doors 

Landscaping √  Excellent use of landscaping. 

 
Overall comment: 

This is considered to be an excellent example of how a second-hand/repurposed dwelling can be treated 
to contribute positively to the streetscape. The use of alternative materials and colour softens the external 
appearance. Landscaping also contributes in a positive manner. Overall Good Design. 
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Local Planning Policy No 6.1.14 

 
Repurposes & Second Hand Dwellings 

 
1.0 Introduction 
1.1 Purpose  

The purpose of this policy is to identify application requirements and guide the 
assessment of proposals to utilise repurposes or second hand Dwellings in order to 
achieve the objectives outlined in clause 1.2 below. 
 
1.2 Objectives 

The objectives of the Policy are to: 

1. To ensure that any development proposing to use a repurposed or second hand 
building meets acceptable aesthetic and amenity requirements in the locality for 
which it is proposed. 

2. To ensure that any repurposed or second-hand dwelling does not detract from an 
existing (or reasonably desired) streetscape. 

3. To enable the local government to retain such monies (bonds) to ensure the 
desired standard of development is achieved. 

 
1.3 Interpretation 

For the purposes of this policy all terms shall have the meaning as contained within Local 
Planning Scheme No 10, Local Planning Scheme No 11 and the Planning and 
Development Act 2005. 
 
1.4 Application of Policy 

The provisions of this policy apply to all applications seeking approval to obtain 
subdivision clearance or approval to occupy a development prior to all conditions being 
met.  

 
2.0 Policy Provisions 
2.1 Conditions 
 

Buildings that are repurposed for residential use or are second-hand dwellings are, in 
some instances, of poor condition and as such the local government may impose 
conditions to ensure the building presentation is of an acceptable standard to enhance 
the streetscape appearance. Such conditions may include (but are not limited to) the 
following: 
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a) Need for additional setbacks over and above the prescribed minimum and the need 
for screening via landscaping and/or boundary fencing; 

b) Conditions requiring that the external appearance of the repurposed or second-
hand dwelling has been completed to the approval of the local government within 
identified timeframes; 

c) Where applicable, the space between the ground level and the floor level being 
suitably enclosed; 

d) Upgrading, alterations or additional design features that will enhance the elevations 
and architectural detail of the proposed development (ie. roof pitch, eaves, 
colours/materials and external treatments); 

e) The roof and / or walls being clad of non-reflective materials and be consistent or 
complimentary in colour with the surrounding natural landscape features or desired 
streetscape; and 

f) Require landscaping and constructed vehicle access to be established within a 
specified timeframe and thereafter maintained. 

 
2.2 Development Guidelines 
All repurposed and second-hand dwellings shall adequately address the following 
development standards: 

2.2.1 Verandahs, balconies etc on frontages 
In order to ensure that the repurposed or second-hand dwelling does not detract 
from an existing (or reasonably desired) streetscape, the proposed development 
is required to provide verandahs, awnings, balconies, porches, porticos or other 
architectural relief on the elevations that are viewed from the street. 

2.2.2 Materials 

The use of ‘Zincalume’ or light coloured ‘Colorbond’ roof sheeting is permitted for 
dwellings under this Policy. However, care must be taken to ensure the location of 
the dwelling and the roof pitch used does not produce glare nuisance to 
surrounding properties or passing traffic. 

The use of most types of wall cladding for dwellings is supported in the spirit of 
allowing architectural choice. Steel wall cladding is to be pre-painted ‘Colorbond’ 
custom orb type. ‘Trimdeck’ profile wall sheeting is not permitted. The use of 
unpainted ‘Zincalume’ wall sheeting is not permitted, unless used as an 
architectural feature on no more than 10% of the surface area of a facade. 

Where appropriate the use of varied building materials is encouraged to provide 
architectural relief. 

2.2.3 Roof Design 

Roof design can utilise gable, hipped or skillion design. Flat roofs are only 
permitted where the design of the building has been extensively enhanced by other 
external treatments and is an integral part of the modern profile of the dwelling. 



 38 9.4.2(2) 

 

Attachments - Ordinary Meeting of Council - 21 August 2025 

 

2.2.4 External Treatments 

Notwithstanding the requirement of Clause 5.2.1 above, in order to achieve high 
standard of dwelling construction and an appropriate level of amenity repurposed 
and second-hand dwellings will be required to address their external facades with 
additional windows or larger openings, the use of verandahs, decking or other 
architectural relief to side and rear elevations. 

It is also recommended that alternative materials be sought for window 
treatments (ie wooden French and bi-fold doors). 

2.2.5 Landscaping 

In order to not detract from an existing (or reasonably desired) streetscape the 
proposed development is required to lodge and implement a landscape plan. 

2.3 Application Requirements 

5.3.1 Photographs will need to be submitted that clearly illustrate the in-situ condition 
and appearance of the entire building (all sides and roof). 

5.3.2 An inspection of a proposed second-hand building, in-situ, will be carried out and 
an inspection report furnished to Council.  All cost for a building inspection will be 
borne by the applicant. 

5.3.3 Clear concise details of proposed works to be undertaken to ensure the 
repurposed or second-hand dwelling's presentation is of an acceptable standard 
to that of the locality. This will generally include elevations of the proposed 
finished works. 

5.3.4 It may be sufficient to demonstrate that the proposed development will be 
isolated from the view of neighbours or significant roads to make consideration of 
aesthetics and amenity irrelevant to the application. 

5.3.5 A clear timeframe for the completion of the above works, with such time frame to 
be as short as practicable and a maximum of 12 months.  

5.3.6 Any other additional information required to demonstrate that the repurposed or 
second-hand dwelling will be aesthetically acceptable, contribute positively to the 
desired streetscape and comply with the objectives of this policy.  

 

 
 

RESPONSIBILITY Chief Executive Officer as per the Delegations Policy and Register. 
ADOPTION  Advertising  

  Final Adoption  
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ATTACHMENT 
 

SHIRE OF NORTHAMPTON 

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2025 

FINDINGS IDENTIFIED DURING THE INTERIM AUDIT 

 

Index of findings Potential 
impact on 

audit 
opinion 

Rating Prior 
year 

finding 

 Significant  Moderate Minor  

1. Disaster Recovery Plan 
No ✓   ✓

2. Absence of an 
Organisational-Wide Risk 
Register 

No  ✓   

3. Lack of IT Policies, 
Strategic Plan, IT Risk 
Register 

No   ✓  ✓

4. Payroll Masterfile Changes 
No  ✓  

5. Inadequate Purchasing 
Procedures  

No    ✓ ✓

6. Inadequate Fuel Card 
Procedures  

No    ✓ ✓

7. Credit Card Expenditure 
No  ✓  

8. End of Month Checklist  
No    ✓ 

 
Key to ratings 
The Ratings in this management letter are based on the audit team’s assessment of risks and 
concerns with respect to the probability and/or consequence of adverse outcomes if action is not 
taken. We give consideration to these potential adverse outcomes in the context of both quantitative 
impact (for example financial loss) and qualitative impact (for example inefficiency, non-compliance, 
poor service to the public or loss of public confidence). 
 
Significant -  Those findings where there is potentially a significant risk to the entity should the 

finding not be addressed by the entity promptly. A significant rating could indicate the 
need for a modified audit opinion in the current year, or in a subsequent reporting 
period if not addressed. However even if the issue is not likely to impact the audit 
opinion, it should be addressed promptly.  

 
Moderate -  Those findings which are of sufficient concern to warrant action being taken by the 

entity as soon as practicable. 
 
Minor -  Those findings that are not of primary concern but still warrant action being taken. 
 
The ratings included are preliminary ratings and could be modified pending other findings being 
identified, rated and the consideration of them collectively on the ratings and any potential impact on 
the audit opinion. 
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ATTACHMENT 
 

SHIRE OF NORTHAMPTON 

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2025 

FINDINGS IDENTIFIED DURING THE INTERIM AUDIT 

 

1. Disaster Recovery Plan Not Tested 
 
Finding  
Management advised the Shire’s Disaster Recovery Plan has never been tested. Furthermore, we 
noted the Disaster Recovery Plan has not been reviewed or updated since 2020. 
 
Rating: Significant (2024: Significant) 
 
Implication 
Without an updated and approved Disaster Recovery Plan and testing of this plan periodically, the 
Shire is vulnerable to extended downtime, data loss, financial implications and regulatory 
consequences. The Shire may not be able to continue the delivery of critical services following a 
disruptive event. 

 
Recommendation 
We recommend the Shire review and update the Disaster Recovery Plan on a regular basis. 
 
Furthermore, we recommend the Disaster Recovery Plan be communicated to staff and the Shire 
implement a formal testing schedule to ensure staff are of aware of their obligations in the event the 
plan is required to be actioned. 
 
 
Management Comment  
The Business Continuity and Disaster Recovery Plan is complete and tested. 
The Business Continuity and Disaster Recovery Plan to be presented to Audit and Risk Management 
Advisory Committee on 1 August 2025. 
 
 
Responsible Officer:  Andrew Campbell Chief Executive Officer and Michelle Allen Manager 
Corporate Services 
Completion Date: 1 August 2025 
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ATTACHMENT 
 

SHIRE OF NORTHAMPTON 

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2025 

FINDINGS IDENTIFIED DURING THE INTERIM AUDIT 

 

2. Absence of an Organisational-Wide Risk Register 
Finding  
 
Following discussions with management, we noted the Shire does not maintain an organisational 
wide risk register. 
 
Rating: Significant 
 
Implication 
By not maintaining a risk register, the Shire may be unaware of risks facing the Shire, risks may not 
have an owner and therefore go untreated, or the Shire may be underprepared for major/catastrophic 
risks when they do occur. 
 
Recommendation 
We recommend: 

• A formal risk register is established, which at a minimum addresses the following categories; 
financial, health, reputation, operation, environment, compliance and project. 

• The risk register be reviewed on a regular pre-determined basis, including meetings held with 
risk owners on a regular basis (depending on the risk rating) and the risk register be updated 
accordingly. 

• Risk management be a standing agenda item at management and Council or Audit 
Committee meetings, with the risk register formally tabled at meetings at least quarterly. 

 
Management Comment  
Draft of Organisational-Wide Risk Register is complete. 
Presented to Audit and Risk Management Advisory Committee on 1 August 2025 
 
 
Responsible Officer:  Andrew Campbell CEO and Michelle Allen MCS 
Completion Date: 1 August 2025 
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ATTACHMENT 
 

SHIRE OF NORTHAMPTON 

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2025 

FINDINGS IDENTIFIED DURING THE INTERIM AUDIT 

 

3. Lack of IT Policies, Strategic Plan, IT Risk Register 
 
Finding  
 
The Shire does not have a strategic plan for IT or an IT Risk Register.  
 
Furthermore, the Shire does not have an Asset Management Policy or Change Management Policy. 
 
The above findings were raised during the 2023 prior year audit. Discussions with management 
indicated the above matters are in progress with an expected completion date during the 2026 
financial year.  
 
Rating: Moderate (2024: Moderate) 
 
Implication 

• An IT strategy is crucial for aligning technology initiatives with objectives, ensuring efficient 
resource allocation, and fostering innovation. It provides a roadmap for cyber security, 
technology adoption, and integration, guiding the Shire to navigate the digital environment 
and achieve success. The absence of an IT strategy obstructs the Shire’s ability to make 
informed decisions about technology investments and implementation, potentially leading to 
inefficiencies and missed opportunities for improvement. 

• The absence of appropriate and pervasive IT policies and procedures increases the risk of 
inappropriate or inefficient use of IT or that operations are inadvertently disrupted through 
improper use. 

• Without an IT Risk Register there is an increased risk that risk identification, assessment, 
evaluation and mitigating internal control processes may not be adequate in relation to 
Information Technology and Cyber Security risks. 

 
Recommendation 
We recommend the Shire ensures an IT Strategy, Risk Register and required IT policies are 
formalised and introduced. 
 
Management Comment  
IT Policies, Strategic Plan, IT Risk Register in the process of being prepared. 
 
 
Responsible Officer:  Andrew Campbell CEO and Michelle Allen MCS 
Completion Date: Ongoing 
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ATTACHMENT 
 

SHIRE OF NORTHAMPTON 

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2025 

FINDINGS IDENTIFIED DURING THE INTERIM AUDIT 

 

4. Payroll Masterfile Changes 
 
Finding  
 
During our review of changes to payroll masterfiles we noted: 

• Audit trail reports are generated on a monthly basis as part of payroll reconciliation basis 
instead of fortnightly; and 

• Audit trail reports are not physically signed by the Manager of Financial Services as evidence 
of independent review. 

 
We acknowledge that the only changes to payroll masterfiles during the audit period up to 27 May 
2025 were the addition of new employees. 
 
Rating: Moderate 
 
Implication 
Risk that inappropriate or unauthorised changes to the payroll masterfiles are not identified in a 
timely manner. 
 
Recommendation 
We recommend: 

• Audit trail reports are generated as part of each fortnightly payroll process; and 

• Audit trail reports are signed by the Manager of Financial Services or CEO as evidence of 
independent review. 

 
Management Comment  
Payroll Officer to generate audit trail at the time any change is made to payroll masterfiles. 
Audit Trail and evidence is presented to Manager Financial Services for review and authorisation. 
 
 
Responsible Officer:  Leanne Rowe Manager Financial Services and Elana Trow-Kennedy 
Payroll Officer 
Completion Date:  Commenced from Interim Audit May 2025 
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ATTACHMENT 
 

SHIRE OF NORTHAMPTON 

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2025 

FINDINGS IDENTIFIED DURING THE INTERIM AUDIT 

 

5. Inadequate Purchasing Procedures 
 
Finding  
 
Sample testing identified three instances where purchase orders were dated after the invoice date, 
out of a sample of twenty-three tested. 
 
Rating: Minor (2024: Significant) 
 
Implication 
When purchase orders are inconsistent with invoices or are not approved prior to purchase, there is a 
higher risk of unauthorised goods and services purchased, and liabilities incurred. 
 
Recommendation 
We recommend purchase orders be completed prior to incurring expenditure and in line with the 
Shire’s delegation of authority. 
 
Management Comment  
MFS to remind all staff of their responsibility in raising purchase orders in accordance with Council’s 
Purchasing Policy, prior to incurring expenditure.   
Creditor Officer continues to press correct procedure with officers. 
 
 
Responsible Officer:  Leanne Rowe MFS and Nicole Young Creditor Officer 
Completion Date:  Ongoing 
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ATTACHMENT 
 

SHIRE OF NORTHAMPTON 

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2025 

FINDINGS IDENTIFIED DURING THE INTERIM AUDIT 

 

6. Inadequate Fuel Card Procedures 
 
Finding  
 
During fuel card testing, we identified seven instances where the fuel card purchase was not 
supported by a receipt, out of a sample of sixty-one transactions reviewed. 
 
Rating: Minor (2024: Moderate) 
 
Implication 
Risk of inappropriate or unauthorised use of the Shire’s fuel cards. 
 
Recommendation 
Receipts are maintained for all fuel card transactions. 
 
Management Comment  
Manager Financial Services to remind staff of their responsibility to keep fuel receipts, notate and 
present to CO.  At times when fuel bowsers do not supply a receipt a photo is taken and supplied to 
the CO. 
Creditor Officer reconciles monthly supplier statements and continues to press correct procedure. 
 
 
Responsible Officer:  Leanne Rowe MFS and Nicole Young CO 
Completion Date:  Ongoing. 
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ATTACHMENT 
 

SHIRE OF NORTHAMPTON 

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2025 

FINDINGS IDENTIFIED DURING THE INTERIM AUDIT 

 

 
7. Credit Card Expenditure 
 
Finding  
 

• During our review of credit card expenditure, we noted the following delays in presentation to 
Council: September 2024 credit card expenditure was not presented to Council until 19 
December 2024; and 

• October, November and December 2024 credit card expenditures were not presented until 20 
February 2025. 

 
Rating: Moderate  
 
Implication 
Risk inappropriate or unauthorised credit card expenditure is not identified in a timely manner.  
 
Recommendation 
We recommend monthly credit card expenditure is presented to Council within two months of month-
end. 
 
Management Comment  
Credit Card Statements are reconciled monthly by the Creditor Officer, including all signed matching 
receipts.  Credit Card Statements are dually signed off by card holder and CEO.   
Credit Card expenditure is reported monthly to Council. 
 
 
Responsible Officer:  Leanne Rowe MFS and Nicole Young CO 
Completion Date:  Completed. 
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ATTACHMENT 
 

SHIRE OF NORTHAMPTON 

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2025 

FINDINGS IDENTIFIED DURING THE INTERIM AUDIT 

 

 

 

 
8. End of Month Checklist 
 
Finding  
 
Our enquiries indicated that the Shire does not currently utilise an End of Month Checklist. 
 
Rating: Minor  
 
Implication 
Risk month-end or quarterly procedures are overlooked or not completed on a timely basis. 
 
Recommendation 
We recommend: 

• The Shire adopts a formal and comprehensive month-end checklist which at a minimum 
details the required reconciliation / task, responsible person, completion date and date 
completed; and 

• The Manager of Financial Services and CEO sign the completed month-end checklist to 
confirm all required procedures have been adequately completed. 

 
Management Comment  
Additional layers of control not considered to be useful given current practices.  Additional workloads 
are not supported. 
 
 
Responsible Officer:  Andrew Campbell CEO 
Completion Date: 31 July 2025 
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Business Continuity and Disaster Recovery Plan 
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1.0 Plan Details 
 
 
 

1.1 Preparation 
 

 

Action Name Date 

 
Initial Draft 

Andrew Campbell, Chief Executive 
Officer 
Michelle Allen, Manager Corporate 
Services 
Brian Robinson, Executive Manager 
-Community Development and 
Regulation 
Neil Broadhurst, Executive Manager 
–Works and Technical Services 

 
01.08.2025 

Final Copy endorsed Andrew Campbell, Chief Executive 
Officer 

 

 
1.2 Version Control 

 

Version Date Released Comments 

   

 
 
 
 
 
 
 

Responsible 
Department 

Office of the CEO 

Policy Owner Chief Executive Officer (CEO) 

Policy Business Continuity and Disaster Recovery Plan 

Resolution Number  

Resolution Date 21 August 2025 

Old Policy Number N/A 

Register of 
Delegations 

CEO 

Next Review Date August 2026 
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2.0 Key Contact Sheet 

Person Position Mobile Number Responsibilities 

Incident Response 

(IR) Team Leader 

Andrew Campbell Chief Executive Officer 0427 389 227 IR Team Leader 

Brian Robinson Executive Manager, 
Community Development & 
Regulation 

0447 312 357 IR Team Member 

Neil Broadhurst Executive Manager Works & 
Technical  Services 

0428 341 202 IR Team Member 

Michelle Allen  Manager Corporate 
Services 

0427 174 227 IR Team Member 

Rob McKenzie Chief Bush Fire Control 
Officer  

0458 341 200 IR Team Member 

Liz Sudlow Shire President 0427 362 025 IR Team Member 

 

Key Contacts Contact Number(s) 

Police Northampton Police Station 9934 7600 

Kalbarri Police Station 9936 3000 

Emergency Services 000 

Fire Brigade 000 

Ambulance 000 

Kalbarri  9953 0100 

Northampton Hospital 9934 0200  

Local Government Insurance Scheme 
(LGIS) 

Damien Gaughan 0429 465 940   

(08) 9483 8841 

damien.gaughan@lgiswa.com.au  

Water Corporation 9923 4974 / 131 375  
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Western Power 13 13 51 

Internet Provider – Telstra (Northampton office) 
                             - Southern Cross Broadband 

                               - Iinet (Kalbarri depot) 

13 22 03 
1300 007 922 
13 22 58 

Phone Service Provider – Engin (Kalbarri) 

 

Phone Service Provider – Telstra (Nton) 

feedback@engin.com.au 
1300 305 000 
Account No - 10105312 

 business.care@team.telstra.com 
 13 22 53 
 Account No – 471 166 1431 

Electrician 
Bailey Kempton 

Kempton Electrical  

0431 955 374 

Plumber Carl Hanson 
Hanson Plumbing 
0418 939 170 
hanson.plumbing@bigpond.com 

Mechanic Shire of Northampton Mechanic  
Northampton Depot  
Nic Tarchini 0407 036 301 

Water and Sewerage 131375 

2vNet IT Solutions (MSP) Andrew Toovey 0408 912 768 
andrew@toovey.net.au 
support@toovey.ent.au  (08) 9964 4223 
  

Main Roads WA 138 138 
(08)9956 1200 

Synergy Soft Ready Tech (08) 9315 7037 
Jo Arpin 0424 841 700 

Department of Local Government 6552 7300 
1800 634 541 

ABC Radio ABC Radio Midwest & 
Wheatbelt 1300 501 222 

Lawyer McLeods Lawyers 
9383 3133 

Australian Cyber Security Hotline 1300 CYBER1 (1300 292 371) 
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Office of the Australian Information 
Commissioner 

1300 363 992 
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3.0 Introduction 

3.1 Overview 

A disaster is an event that significantly reduces the Shire of Northampton’s ability to provide 
normal services to its clients. 

 
The Business Continuity and Disaster Recovery Plan (BCDRP) ensures that the Shire of 
Northampton can maintain its service delivery at an acceptable level during or after a disruptive 
event or disaster.  Various incidents, such as floods, fires, cyclones, vandalism, and cyber-
attacks, can significantly impact the Shire’s operations.  This plan addresses these threats to 
mitigate their impact on operational activities. 

 

3.2 Objectives 

This plan aims to ensure the restoration and continuity of essential Information Technology (IT) 
systems during a disaster. This will be achieved by creating and maintaining a comprehensive 
Disaster Recovery Plan (DRP) to guide and manage the disaster recovery process. The DRP must 
enable the Shire to ensure preparedness before an event by: 

 

• Quickly and efficiently defining, prioritising, and re-establishing critical business functions. 

• Implementing a systematic plan for managing any incident or disaster. 

• Outlining immediate responses to minimise damage or loss during a critical incident. 

• Minimising the impact of an incident on the community, staff, and Council. 
 

This plan will be reviewed and updated every year, or whenever major business changes occur, to 
strengthen our resilience against possible damage to the business during a disaster or outage. 

 

3.3 Availability of the Plan 

The Business Continuity and Disaster Recovery Plan (BCDRP) will be available in hard copy form 
at the Shire’s Administration offices in Northampton and Kalbarri.  Copies will also be placed in 
the offices of the Chief Executive Officer and all Executive Managers.   

 

3.4 The Relationship between Business Continuity and Disaster Recovery 

Business Continuity planning has wider implications than IT Disaster Recovery Planning but in 
organisations such as the Shire of Northampton, who are highly dependent on IT systems and 
networks for service delivery, there is a very high correlation. 

When operational services are reliant on IT systems and networks, their loss presents a business 
continuity event.  Applications, systems and networks usually have resilience enabling business 
operations to continue at reduced levels, but a disaster situation may involve significant technical 
outages and loss of business operations. 

This document details the steps the Shire of Northampton should take to “Respond” and 
“Recover” in a variety of the most likely ‘disaster’ situations. 

 

3.5 The Governance Framework for IT Business Continuity and Disaster Recovery 

The Governance Framework for IT Business Continuity and Disaster Recovery is described by 
the relationship between data backups, time to recover and catastrophic consequences.  The 
relationship assists in determining the investment required to support the BCDRP. 
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Data Backups (Recovery Point Objective) 

A Recovery Point Objective (RPO) is defined as the maximum amount of data – as measured by 
time – that can be lost after a recovery from a disaster, failure, or comparable event before data 
loss will exceed what is acceptable to an organisation.  For example, an RPO of 60 minutes 
requires a system backup every 60 minutes.  The RPO is usually prescribed for SaaS and hosted 
systems in the contractual relationship between the supplier and the customer.  For on-premise 
systems, the backup frequency initiated on-site determines the RPO. 

Time to recover (Recovery Time Objective) 

A Recovery Time Objective (RTO) is the duration of time and a service level within a business 
process must be restored after a disaster to avoid unacceptable consequences associated with 
a break in continuity.  The RTO is usually prescribed for SaaS and hosted systems in the 
contractual relationship between the supplier and the customer.  For on-premise systems, the 
backup frequency initiated on-site determines the RTO. 

Catastrophic consequence (Maximum Tolerable Period of Disruption) 

A Maximum Tolerable Period of Disruption (MTPD) is the maximum allowable time that an 
organisation's key IT dependent products or services are made unavailable or cannot be delivered 
before the impact is deemed unacceptable. The MTPD is peculiar to the customer regardless of 
whether it is SaaS, hosted, or on-premise. The MTPD for a customer cannot be less than the sum of 
the RPO and RTO as provided by a SaaS or hosted provider 

3.6 Scope of Recovery 

The plan is designed to manage a major disruption of the core IT infrastructure at the Shire of 
Northampton and will specifically focus on Information Technology and Telecommunication 
services.  

  

4.0 Business Continuity Overview 

4.1 Business Continuity Scenarios 

The table below identifies typical Business Continuity scenarios and the Shire of 
Northampton’s approach for activation of this BCDR Plan, associated communications and 
return to Business As Usual (BAU).  

Event Example Circumstances Timeframe Notify 

Natural Disasters 
that cause 
significant damage 
to facilities and ICT 
structure 

• Floods 
• Earthquakes 
• Bushfires 
• Severe storms 

The plan will be 
activated immediately 
upon confirmation of 
significant impact. 

• All Staff 
• Public 
• Emergency Services 

Power Outages 
• Equipment failure 
• Grid overload 

The plan will be 
activated if the issue 
persists beyond the 
4 hour resolution 
window. 

• All Staff 
• Public 
• Electric 

Service 
Provider 

• Emergency Services. 
• ICT Support 
• Mechanic 
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Event Example Circumstances Timeframe Notify 

Technical 
Failures Major 
hardware or 
software 
failures which 
cannot be 
resolved within 
4 hours. 

• Server crashes. 
• Data corruption. 
• Network outages. 
• Unable to access 

critical applications. 

The plan will be 
activated if the issue 
persists beyond the 
4 hour resolution 
window. 

• All Staff 
• ICT Support 

and/or Application 
Vendor(s) 

• Public (CEO 
Decision) 

Significant Cyber 
Breaches 

• Ransomware attacks 
• Data breaches. 
• Malicious activities 

that compromise the 
integrity or availability 
of ICT services. 

The plan will be 
activated immediately 
upon detection of 
such incidents. 

• All Staff 
• ICT Support 

and/or Application 
Vendor(s) 

• Public (CEO 
Decision) 

• ACSC / OAIC 
• Cyber Insurance 
• Police 

Human Error • Any mistakes or 
accidents that lead to 
significant data loss or 
system outages. upon 
detection of the 
incident. IT Support 
and/or application 
vendor(s) 

The plan will be 
activated immediately 
upon detection of the 
incident. 

• Staff 
• IT Support and/or 

application 
vendor(s). 

Other Emergencies • Any other incident 
deemed by 
Executive 
Management that 
disrupts normal 
business 
operations and IT 
services  

The plan will be 
activated as soon as 
Executive 
Management 
recognises the 
incident as critical. 

• Staff 
• IT Support and/or 

application 
vendor(s) 

• Others as required 

 

4.2 Evacuation Procedures 

Relevant procedures and plans are developed, displayed and practiced by the Shire of 
Northampton’s Work Health and Safety policy and procedures. 

4.3 Emergency Kit 

If there is damage to the Administration Offices or if they must be evacuated and operations need 
to be moved to the Disaster Recovery Site, the emergency kit can be picked up and quickly and 
easily carried offsite. 

The items and documents included in the emergency kit are: 

Documents 
• Business Continuity and Disaster Recovery Plan, incorporating key contact lists. 
• Building site plan (this could help in a salvage effort), including location of gas, electricity 
            and water shut-off points. 
• Evacuation plan. 
• Sufficient records to undertake manual transaction processing (ie. Creditors, contractors,  
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            banks, etc.) 
• Procedure manuals. 
• Instructions for the diversion of telephone lines. 
• Headed stationery and Shire seals and documents. 
Equipment 
• Spare keys/security codes. 
• Message pads and flip chart. 
• Marker pens (for temporary signs). 
• General stationery (pens, paper, etc). 
 

4.4 Communication Plan 
Alerts and communications are essential for effective internal and external coordination during a 
crisis.  They form the backbone of the Shire’s BCDR plan, ensuring all stakeholders are aligned 
and informed when a disaster occurs.  Clear and timely communication will help to manage the 
incident effectively, minimize damage, and facilitate a swift recovery. 
Objectives 

1. Inform stakeholders, including employees, management, partners, and the public, about the 
incident status and recovery efforts. 

2. Supply timely information to support informed decision-making by the Incident Management 
and Recovery Team (IMRT). 

3. Provide accurate and transparent information to maintain trust and confidence among staff 
and stakeholders. Reduce the impact of the incident through proactive communication, 
mitigating misinformation and panic. 

 
Strategies for Delivering Information 

1. Determine communication frequency. 

a. The Frequency shall be decided by the IMRT based on the nature of the incident, the potential for 
 data loss, and the expected time for recovery. 

b. Regular updates must be provided at intervals that reflect the severity and developments of the  
      situation. 

 

2. Communication channels 

a. The default communication mechanisms will be email and phone. 

b. Information will be posted on the Shire’s website and social media channels such as Facebook. 

c. Subject to the availability of these communication channels, fall-back measures such as 
 direct phone calls and messaging will be employed if primary methods are unavailable. 

d. If available, the Shire will use its website as its central information hub, where stakeholders can  
      access up-to-date information and status reports. 

 

3. Spokesperson 

a. Internal communications will be managed by the Manager Corporate Services (MCS). 

b. External communications will be overseen by the CEO. 
 

4.5 Return to Business as Usual (BAU) 
As systems and/or hardware are brought back online and service delivery activities resume, it is 
important that any temporary measures required to restore services are transitioned back to their 
normal BAU state. 
As appropriate, the Shire of Northampton should also seek to address the root cause of the 
incident to prevent recurrence. 
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5.0 Incident Management  
 
5.1 Roles and Responsibilities 
Should a significant ‘disruption event’ occur, the Shire of Northampton will convene its Incident 
Management Response Team (IMRT).  This will determine the nature and severity of the event and 
whether a disaster has or is about to occur. 
 
The roles and responsibilities of the IMRT are shown below: 
 

Role Responsibility 

Shire President • Authorise emergency expenditure. 
• Media communications. 

Recovery Team Leader 
Chief Executive Officer 

• Provide overall leadership and direction during the 
disaster recovery process. 

• Primary point of contact for all disaster recovery 
activities. 

• Approve the Disaster Recovery Plan (DRP) activation 
and oversee its implementation. 

• Spokesperson to external parties. 
• Decide when the Shire can return to its original 

infrastructure when the disaster has been resolved. 
• Conduct a post-disaster review to evaluate the 

effectiveness of the recovery efforts. 

Recovery Coordinator 
Executive Manager 
Community, Development 
& Regulation    

• Spokesperson to internal staff. 
• Coordinate with various teams and departments to 

ensure a cohesive and effective response. 
• Identify lessons learned and areas for improvement 

in the disaster recovery plan. 
• Implement changes and updates to the DRP 

based on the review findings to enhance 
resilience. 

Administration 
Manager Corporate 
Services 

• Capture meeting minutes, documenting actions. 

• Assist in arranging and coordinating 3rd parties and 
overseeing practical recovery steps. 

IT Recovery 
Managed IT Support 
Provider 

• Re-establish IT operations, including print and security 
services. 

• Assist in restoring the data network infrastructure, 
which encompasses the recovery of hardware 
components, connectivity to the recovery site, and 
the restoration of essential network software. 

• Assist in the restoration of critical servers and 
applications. 

• Coordinate with the appropriate telephony and 
internet service providers. 

• Collate documentary evidence if the incident is caused 
by a Cyber Attack or malpractice. 
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Role Responsibility 

Network Services 
Recovery Internet 
Provider/Telephone 
Service Provider 

• Recovery of voice and data network infrastructure. 

 
5.2 Incident Management Response Process 
The image below shows the Shire’s Incident Response Process.  Although an incident may not 
necessarily constitute a disaster, this process should be followed by the IMRT for all incidents 
significantly affecting service delivery. 
Each phase has distinct tasks that collectively aim to manage and mitigate an incident’s impact 
effectively.  This structured approach ensures thorough handling, form detection to post-incident 
learning and improvement. 
 

 
Figure – Shire of Northampton Incident Management Process 

 
Step 1 – Once an incident has been detected, initial analysis should be performed to determine 
whether a disaster event has occurred. Depending on the severity, the Incident Management 
Response Team may need to be convened. Disasters relating to a Cyber Attack or data breach 
may necessitate the need to notify the Australian Cyber Security Centre, and the Office of the 
Australian Information Commissioner as well as the police. For this reason, it is important to 
determine early in the process what type of documentation and evidence needs to be collected. 
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Step 2 - Once the nature and severity of the disaster incident are known, an Action Plan is required to 
remediate the issue and return to a normal service state. The remediation plan is likely to include 
mechanisms to preserve evidence. 
 
Step 3 - Depending on the nature of the incident, the Shire may need to communicate both internally 
and externally. These communications may be different and delivered in different ways. For 
example, if a Cyber-attack brought the website down, the Shire’s Facebook page may be an 
appropriate means of communication with the community. Internal communications may consist of 
text messages or emails. 
 
Step 4 – As the Shire recovers from the Incident, steps should be taken to stand down the Incident 
Management Response Team ensuring that all documentation is completed. This may be necessary 
for insurance purposes. 
 
Step 5 – As normal service provision resumes, a review should be performed to determine what 
lessons can be learned and to ensure they are captured in updated policies, procedures, and plans 
(including this document). 

 

6.0 Key Risk Situations and Mitigations  
 

6.1 Loss of Northampton Administration Office and Kalbarri Administration Office  
The Shire of Northampton operates two separate administration offices – the Northampton Office 
and the Kalbarri Office building which are located over an hour’s drive apart.  Due to the significant 
distance, the risk of losing both sites simultaneously is low. 

 
Figure  – Shire of Northampton Administration Office and Kalbarri Office 

Organisation Contact Number Notes 

Australian Cyber Security 1300 CYBER1 (1300 292 371) Available 24/7 

Office of the Australian 

Information Commissioner 

1 300 363 992 Mon–Thurs 
10am-4pm 
(AEST/AEDT) 

Police (08) 9963 8800 Mon-Fri 8am-4pm 

Insurance (08) 9483 8841 LGIS WA 
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Physical IT infrastructure is housed in both the Shire of Northampton Administration Offices 
at Northampton and Kalbarri.  This infrastructure includes critical components at each office 
as follows:  
Northampton Administration Office   

• Firewall to manage and secure network traffic. 

• Patch panels for network connectivity. 

• Primary and backup servers for operational continuity. 

• NAS device utilised for backups. 

• Multiple virtual machines hosted on VMWare   
Kalbarri Administration Office 

• Firewall to manage and secure network traffic. 

• Patch panels for network connectivity. 
 
6.11 Task 1 – Immediate Response  
 

Recovery Criteria Details 

Time Objective Within 24 hours 

Locations Primary Site: Northampton Administration Office & Kalbarri Administration 
Office  
Secondary Site: Northampton Community Centre/ Kalbarri Sport and 
Recreation Centre  

Resource Requirements Mobile Phones 

 

Procedure 

Undertake the following Steps: a) Ensure the site has been evacuated and all personnel are accounted for. 
b) Secure the site and prevent access. 
c) Contact Emergency Services and Police. 
d) Identify any injuries and render assistance. 
e) Undertake an initial assessment of damage and risks at both sites. 
f) Coordinate with the Spokesperson/Shire to post notifications on the 

website and social media regarding the closure of both admin offices. 
g) Determine the time frame for switching to the disaster recovery site. 

Considerations The Northampton Community Centre and the Kalbarri Sport and 
Recreation Centre are both currently leased to local community groups. 
Consider informing both management committees that these centres will 
be designated as a disaster recovery site. 
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6.12 Task 2 – Commence operations from Disaster Recovery site  

 
 

Recovery Criteria Details 

Time Objective Within 72 hours 

Resource Requirements 1. Office furniture and stationery 

2. Administration, Cleaners and Works & Services staff 

3. IT hardware and software communications (landline and internet) 

 
 
 

Procedure 

1. Establish the disaster 
recovery site. 

a) Set up workspaces using available furniture. 

b) Layout workspace utilising tables and chairs. 

c) If desktop computers are damaged, procure new devices to enable 
administrative operations. 

d) Source telephones establish communications and redirect calls to 
landlines. 

e) Allocate staff to customer service and disaster recovery assistance. 

f) Liaise with other Incident Response Team members to 
determine items to be immediately replaced and what is 
recoverable. 

g) Contact Managed Support Provider, Shire’s IT supplier and stationery 
supplier. 

h) Recover backup disks from external sites. 

i) Recover software stored offsite. 

j) Cancel all forward bookings of the Shire of Northampton and Kalbarri 
offices. 

2. Assess damage and 
undertake salvage 
operations. 

a) Undertake an initial assessment of salvageable materials, items 
records and assets. 

b) Contact staff to remove items to the salvage site. 

3. Coordinate all 
communications, 
media and elected 
members, Local 
Government insurers 
and general co-
ordination of 
recovery process –
CEO/ Executive 
Manager 
Community, 
Development & 
Regulation. 

a) Liaise with the Shire President to issue a media statement. 

b) Coordinate meetings with the Incident Response team. 

c) Authorise all immediate purchasing requirements. 

k) Liaise with Shire’s insurers. 
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 6.1.3 Task 3 – Assess damage and prepare medium-term Recovery Plans  
 

Recovery Criteria Details 

Time Objective 4 Weeks 

Locations N/A 

Resource Requirements 1. IT contractors. 

2. Additional infrastructure as identified. 

3. Contractors to clean up disaster sites. 

 

Procedure 

1. Establish the disaster 
recovery site for full 
operations in the medium or 
longer term. 

a) Recover data from the pre-disaster state. 

b) Bring all records up to date. 

c) Contact all necessary persons to inform them of the incident and 
expected delays and seek documentation where necessary. 

d) Establish necessary equipment and infrastructure requirements to 
provide full operations from the recovery site, including demountable 
buildings and other office accommodations. 

2. Finalise the damage 
assessment of the building, 
determine the action to 
rebuild it, and make 
recommendations to the 
Council fully or partially. 

Undertake an assessment of the building, determine action to rebuild fully 
or partially, and make recommendations to the Council. 

3. Coordinate all 
communications, media, 
elected members, local 
government insurers, and 
general coordination of 
recovery process – 
CEO/EMCDR  

a) Oversee assessment and recovery. 

b) Coordinate meetings with the Incident Management Response Team. 
Oversee planning for medium-term operation from Disaster Recovery 
Site (6-12 months). 

 

6.1.4 – Task 4 – Long-term Recovery Plan and Relocation to permanent Shire Office building 

 
 

Recovery Criteria Details 

Time Objective From the commencement of this task, 4 weeks from the incident, the target 
is to have all Shire functions permanently operating from the rebuilt Shire of 
Northampton office within 12 months. 

Resource Requirements 1. IT contractors. 

2. Additional infrastructure as identified. 

3. Contractors to clean up disaster sites. 

 

Procedure 
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1. Undertake the following 
steps: CEO 

a) Review operations for the location of new premises. 

b) Undertake design and tendering processes. 

c) Oversee construction of new premises. 

d) Oversee commissioning of new premises. 

e) Present review findings to the Council for decision. 

f) Appoint an architect, exterior and interior designers, engineers, and 
other necessary assistance to design, specify, and document new 
premises. 

g) Issue tenders, appoint a contractor and commence construction. 

h) Commission new premises and commence operations from the new 
building. 

 

6.2 Loss of the Shire of Northampton Administration Centre 

Types of incidents include fire; flood/storm and earthquake (Refer to Appendix 9.3 Immediate Response 

Checklist). 

6.2.1 Task 1 – Immediate Response 
 

Recovery Criteria Details 

Time Objective Within 24 hours 

Locations Primary Site: Shire of Northampton Office  
Secondary Site: Northampton Community Centre 
The Kalbarri Administration Office can temporarily handle the Shire’s critical functions 
while the Disaster Recovery (DR) site is being established. 

Resource Requirements Mobile Phones 

 

Procedure 

Undertake the following Steps: h) Ensure the site has been evacuated and all personnel are accounted for. 

i) Secure the site and prevent access. 

j) Contact Emergency Services and Police. 

k) Identify any injuries and render assistance. 

l) Undertake an initial assessment of damage and risks. 

m) Contact IT Support and update voice recording advising callers that all 
calls will be diverted to the Kalbarri office. 

n) Work with the Kalbarri Office so that it can temporarily manage the 
Shire’s critical functions. 

o) Determine the time frame for switching to the disaster recovery site. 
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6.2.2 Task 2 – Commence operations from Disaster Recovery Site  

 

Recovery Criteria Details 

Time Objective Within 72 hours 

Resource Requirements 
Office furniture and stationery 
Administration, Cleaners and Works & Technical Services staff  

IT hardware and software communications (landline and internet) 

 

Procedure  

1. Establish the disaster 
recovery site. 

k) Layout workspace utilising tables and chairs. 

l) Source telephones establish communications and redirect calls to 
landlines. 

m) Allocate staff to customer service and disaster recovery assistance. 

n) Liaise with other Incident Response Team members to 
determine items to be immediately replaced and what is 
recoverable. 

o) Contact Managed Support Provider, Shire’s IT supplier and stationery 
supplier. 

p) Recover backup disks from external sites. 

q) Recover software stored offsite. 

r) Cancel all forward bookings of the Shire of Northampton Office. 

s) Coordinate with the Kalbarri Office to determine which activities should 
be managed from Kalbarri and which should be transitioned to the DR 
site. 

2. Assess damage and 
undertake salvage 
operations. 

c) Undertake an initial assessment of salvageable materials, items 
records, etc. 

d) Contact staff to remove items to the salvage site. 

3. Coordinate all 
communications, media and 
elected members, Local 
Government insurers and 
general co-ordination of 
recovery process – 
CEO/EMCDR  

e) Liaise with the Shire President to issue a media statement. 

f) Coordinate meetings with the Incident Response team. 

g) Authorise all immediate purchasing requirements. 

h) Liaise with Shire’s insurers. 
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6.2.3 Task 3 – Assess damage and prepare medium-term Recovery Plans 

 
 

Recovery Criteria Details 

Time Objective 4 Weeks 

Locations N/A 

Resource Requirements 1. IT contractors. 

2. Additional infrastructure as identified. 

3. Contractors to clean up disaster sites. 

 

Procedure 

1. Establish the disaster 
recovery site for full 
operations in the medium or 
longer term. 

e) Recover data from the pre-disaster state. 

f) Bring all records up to date. 

g) Contact all necessary persons to inform them of the incident and 
expected delays and seek documentation where necessary. 

h) Establish necessary equipment and infrastructure requirements to 
provide full operations from the recovery site, including demountable 
buildings and other office accommodations. 

2. Finalise the damage 
assessment of the building, 
determine the action to 
rebuild it, and make 
recommendations to the 
Council fully or partially. 

Undertake an assessment of the building, determine action to rebuild fully or 
partially, and make recommendations to the Council. 

3. Coordinate all 
communications, media, 
elected members, local 
government insurers, and 
general coordination of 
recovery process – 
CEO/EMCDR  

d) Oversee assessment and recovery. 

e) Coordinate meetings with the Incident Management Response Team. 

f) Oversee planning for medium-term operation from Disaster Recovery 
Site (6-12 months). 

 

6.2.4 Task 4- Long-term Recovery Plan and Relocation to permanent Shire office building 

  
Recovery Criteria Details 

Time Objective From the commencement of this task, after 4 weeks from the incident, the 
target is to have all Shire functions permanently operating from the rebuilt 
Shire office within 12 months. 

Resource Requirements 4. IT contractors. 

5. Additional infrastructure as identified. 

6. Contractors to clean up disaster sites. 
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Procedure 

1. Undertake the following 
steps: CEO 

i) Review operations for the location of new premises. 

j) Undertake design and tendering processes. 

k) Oversee construction of new premises. 

l) Oversee the commissioning of new premises. 

m) Present review findings to the Council for decision. 

n) Appoint an architect, exterior and interior designers, engineers, and 
other necessary assistance to design, specify, and document new 
premises. 

o) Issue tenders, appoint a contractor and commence construction. 

p) Commission new premises and commence operations from the new 
building. 

 
6.3 Complete IT Hardware Failure  
This section provides the necessary steps to recover the Shire’s IT hardware in the event of 
total failure. (Refer to Appendix 4 Immediate Response Checklist). 

 

Recovery Criteria Details 

Time Objective Temporary arrangements and virtual server – 48 hours. 
Onsite replacement – 2 weeks. 

Resource Requirements IT suppliers (hardware/software, SynergySoft, Altus, Licensing, etc.). 

 

Procedure 

1. Undertake the following 
steps: CEO 

a) Assess the severity of the outage through the Shire’s IT provider and 
determine the likely outage time and business impact. 

b) Determine whether hardware is recoverable. 

c) Inform Council, community, and business contacts (i.e., banks, 
creditors, and contractors) of potential service delays. 

d) Seek quotations and place orders for replacement components. 

e) Contact Shire’s insurers and Police if necessary. 

2. Temporary Virtual 
Environment: MSP 
Provider 

f) Load the latest backed-up data onto a virtual server. 

g) Arrange for logins and access to a virtual server for staff. 

3. Hardware Replacement 
and Post Recovery 
Verification 

h) Set up and install new hardware. 

i) Install all software and restore from backups. 

j) Reconcile and rebuild all data. 

k) Conduct operational tests to ensure full functionality. 

 
 

6.4 Loss of the Kalbarri Administration Office Building 
 

Types of incidents include fire, flood/storms, and earthquake (Refer to Appendix 4 Immediate 
Response Checklist). 
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6.4.1 Task 1- Immediate response  
 

 

Recovery Criteria Details 

Time Objective The time frame for this activity is within 1 hour of being called by the Incident 
Response Team Leader. 

Location Kalbarri Administration Office & Kalbarri Sport and Recreation Centre. 

Resource Requirements Mobile Phones 

 

Procedure 

1. Undertake the following 
steps: CEO 

a) Ensure the site has been evacuated and all personnel are accounted for. 

b) Secure the site and prevent access. 

c) Contact Emergency Services and Police. 

d) Identify any injuries and render assistance. 

e) Engage Incident Response Team. 

f) Undertake an initial assessment of damage and risks. 

g) The Team Leader determines the time frame for switching to the 
Disaster Recovery site. 

h) Arrange diversion of phone lines to existing Shire mobiles. 

Other Considerations a) Secure the affected area as necessary. 

b) Restrict access to the building/site. 

c) Liaise with Emergency Services and Police. 

d) Inform Local Government Insurance Services. 

e) Inform Elected Members, employees. 

f) Liaise with the Shire President to issue a press release. 

 

6.4.2 Task 2- Commence operations from disaster recovery site  
 

 

Recovery Criteria Details 

Time Objective Within 72 hours. 

Location Primary site: Shire of Kalbarri Administration Office. 

Secondary site: Kalbarri Sport and Recreation Centre. 

Resource Requirements 
1. Office furniture and stationery. 

2. Administration and Works & Technical services staff. 
3. IT hardware and software. 

4. Communications (landline and internet). 
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Procedure 

1. Establish the disaster 
recovery site. 

a) Assess the suitability of the Kalbarri Office as the primary DR site; if 
unusable, activate the secondary DR site at the Kalbarri Sport and 
Recreation Centre. 

b) Set up the temporary site with necessary resources, including 
furniture, IT hardware, and communication equipment. 

c) Resume administration functions at the designated DR site to 
maintain continuity of operations. 

2. Assess damage and 
undertake salvage 
operations. 

a) Undertake an initial assessment of salvageable materials, items, and 
records, etc. 

b) Engage staff to remove items to the salvage site. 

3. Co-ordinate all 
communications, media and 
elected members, Local 
Government insurers and 
general co-ordination of 
recovery process – 
CEO/EMCDR . 

a) Liaise with the Shire President to issue a media statement. 

b) Oversee assessment and recovery. 

c) Coordinate meetings of the Incident Response team. 

d) Authorise all immediate purchasing requirements. 

e) Liaise with Shire’s insurers. 

 

6.4.3 Task 3 – Assess damage and prepare medium-term Recovery Plans  
 

Recovery Criteria Details 

Time Objective 4 weeks 

Resource Requirements 1. IT contractors. 

2. Additional infrastructure as identified. 

3. Contractors to clean up disaster sites. 

 

Procedure 

1. Establish the disaster 
recovery site for full 
operations in the medium to 
longer term. 

a) Establish an appropriate temporary site. 

b) Administration function to resume from the Shire office (or alternate site). 

c) Contact all necessary persons to inform them of the incident and 
expected delays and seek documentation where necessary. 

d) Liaise with the CEO to establish necessary equipment and 
infrastructure requirements to provide full operations from the 
recovery site. 

2. Finalise damage 
assessment and 
commence planning for re-
establishing services 
through full or partial 
rebuild. 

Undertake an assessment of the building, determine action to rebuild fully 
or partially, and make recommendations to the Council. 
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3. Co-ordinate all 
communications, media 
and elected members, 
Local Government insurers 
and general co-ordination 
of recovery process – CEO/ 
EMCDR  

a) Oversee assessment and recovery. 

b) Coordinate meetings with the Incident Response Team. 

c) Oversee planning for medium-term operation from Disaster Recovery 
Site (6-12 months) 

 

6.4.4 Task 4- Long-term Recovery Plan and Relocation to permanent Shire office building  

 

Recovery Criteria Details 

Time Objective From the commencement of this task, after 4 weeks from the incident, the 
target is to have all Shire functions permanently operating from the rebuilt 
Kalbarri Office in 12 months. 

Resource Requirements 1. Planning assistance 

2. Consultants/architects 

3. Contractors 

 

Procedure 

1. Establish a working party to: a) Review operations for the location of new premises. 

b) Undertake design and tendering processes. 

c) Oversee construction of new premises. 

d) Oversee commissioning of new premises. 

e) Present review findings to the Council for decision. 

f) Appoint an architect, exterior and interior designers, engineers, and 
other necessary assistance to design, specify, and document new 
premises. 

g) Issue tenders, appoint a contractor and commence construction. 

h) Commission new premises and commence operations from the new 
building. 

 

6.5 Loss of Depot Building(s)   

  
The Shire of Northampton operates three depot sites: 

1. Seventh Avenue Depot, Northampton - The Northampton Depot is located in Northampton and 
comprises a three room office area, kitchen and ablutions and a large workshop area housing 
essential tools and equipment to support works and technical service operational needs.   

2. Stephen Street Depot, Northampton - The Stephen Street Depot is located in Northampton and 
comprises a two-room office area, kitchen and ablutions and a workshop, supporting parks and 
gardens maintenance and operational needs. 

3. Kalbarri Depot - The Kalbarri Depot is located in Kalbarri and comprises one transportable building 
housing the office and kitchen, separate ablutions and several sheds also exist on site to support 
works and technical services and parks and gardens operational needs.  
  

The incidents that could impact the depots include fire, floods/storms, and earthquakes (Refer to 
Appendix 4 – Immediate Response Checklist). 
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6.5.1 Task 1- Immediate response 

 
 

Recovery Criteria Details 

Time Objective The time frame for this activity is within 24 hours of the incident. 

Location Shire of Kalbarri Depot Building/s 

Resource Requirements Mobile Phones 

 

Procedure 

1. The Incident Response 
Executive Manager Works 
and Technical Services and 
CEO are to undertake the 
following steps: 

a) Assess the extent of the damage and determine the operability of 
equipment and materials stored at the depot. 

b) Notify staff, Council, and affected stakeholders about the incident and 
potential disruptions. 

Other Considerations a) Liaise with Emergency Services and Police. 

b) Inform elected members and employees. 

c) Inform the Press and community where possible. 

d) Inform Local Government Insurance Services. 

  

6.5.2 Task 2- Commence operations from temporary recovery site 
 

 

Recovery Criteria Details 

Time Objective Within 1 week. 

Location The Shire of Northampton Depot 

Resource Requirements 1. Temporary workspaces or facilities. 

2. Communication devices (mobile phones, radios, internet access). 

3. Basic office equipment (laptops, printers, desks, chairs). 

4. Procurement of tools, machinery, and vehicles needed for ongoing 
operations. 

5. Transportation for staff and equipment. 

 

Procedure 

1. Clean up and secure the site a) Staff or contractors to clear debris and ensure site safety. Estimated 

cleanup times: Shire of Northampton Depot – 1 week, Stephen St Depot 
– half a day, Kalbarri Depot – 1 week. 

b) Clean up and assess for hazards. 
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2. Establish temporary 
operations. 

a) Contact relevant personnel about the incident and expected delays. 
b) Allocate staff to customer service and disaster recovery assistance. 

c) Identify and procure necessary equipment and infrastructure to 
restore operations at the Disaster Recovery Site. 

d) Temporarily relocate office and administrative functions to the Shire of 
Northampton Administration Office/Kalbarri Administration Office. 

e) A mechanic will construct a temporary shed outside for immediate 

operations, if required. 
f) Arrange for the delivery and installation of a mobile toilet at the 

temporary depot site. 

3. Assess damage and 

undertake salvage 
operations. 

Contact staff to remove items from the affected depot site. 

4. Coordinate all 

communications, media, 
elected members, local 

government insurers, and 
general coordination of 

recovery process –CEO / 

EMCDR  

a) Liaise with the Shire President to issue a media statement. 

b) Coordinate meetings with the Incident Response team to authorise all 
immediate purchasing or equipment/machinery lease requirements. 

c) Liaise with Shire’s insurers. 

 

6.5.3 Task 3 – Assess damage and prepare medium-term Recovery Plans 

This task provides the necessary steps to commence planning for medium-term operations from the 

Disaster Recovery Site. 

 
Recovery Criteria Details 

Time Objective 4 weeks 

Resource Requirements 1. IT contractors. 

2. Additional infrastructure as identified. 

3. Staff or Contractors to clear debris and ensure safety at disaster 
sites. 

4. Additional infrastructure, including temporary storage facilities, 
equipment, and utilities. 

5. Procurement of tools, machinery, and vehicles necessary for ongoing 
operations. 

 

Procedure 

1. Establish the disaster 
recovery site for the Shire’s 
entire operations in the 
medium to longer term. 

a) Contact all necessary persons to inform them of the incident and 
expected delays and seek documentation where required. 

b) Identify and procure necessary equipment and infrastructure for full 
operational capacity at the Disaster Recovery Site. 
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2.  Finalise damage 
assessment and 
commence planning for re- 
establishing services 
through full or partial 
rebuild. 

a) Conduct a detailed site assessment to evaluate the extent of the 
damage and determine safety concerns. 

b) Develop a comprehensive plan for the restoration or rebuild of the 
depot, including cost estimates, timelines, and resource 
requirements. 

c) Present recommendations to the Council for decision-making on a full or 
partial rebuild. 

3. Co-ordinate all 
communications, media 
and elected members, 
Local Government 
insurers and general co-
ordination of recovery 
process –CEO / EMCDR  

a) Oversee and support damage assessment and recovery planning 
activities. 

b) Schedule and lead meetings with the Incident Response Team to 
discuss progress and challenges. 

c) Liaise with insurers, contractors, and elected members to ensure 
efficient resource allocation and communication. 

d) Manage public and media relations by providing timely updates, 
ensuring transparency, and maintaining community confidence. 
Oversee medium-term operational planning for continued services 
from the Disaster Recovery Site (6-12 months). 

 

6.5.4 Task 4 – Long-term Recovery Plan and relocation to permanent site  
 

Recovery Criteria Details 

Time Objective From the commencement of this task, 4 weeks from the incident, the target 
is to have all Shire functions permanently operating from the rebuilt Shire 
Depot Building within 12 months. 

Resource Requirements 1. Planning assistance 

2. Consultants/architects 

3. Contractors 

 

Procedure 

1. Undertake the following 
steps: 

a) Establish a working party to: 
o Review operations for the location of new premises. 
o Undertake design and tendering processes. 
o Oversee construction of new premises. 
o Oversee the commissioning of new premises. 

b) Present review findings to the Council for decision. 

c) Appoint an architect, exterior and interior designers, engineers, and 
other necessary assistance to design, specify, and document new 
premises. 

d) Issue tenders, appoint a contractor and commence construction. 

e) Commission new premises and commence operations from the new 
building. 
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6.6 Loss of Data – Server/On-premise Applications    

The loss of a data server or on-premise applications poses a critical risk to the Shire’s operations, 
impacting essential systems like SynergySoft, Altus and InfoCouncil, which support core business 
operations. 

 

Recovery Criteria Details 

Time Objective Within 72 hours 

Locations Primary Site: Administration Offices 

Resource Requirements Mobile Phones/Phone 

 
Procedure 

1. Contact the Shire’s MSP/IT 
Support/Application Vendor 
and work with them to 

a) Identify the point of failure and the extent of data loss. 

b) Initiate the failover process to switch to the secondary server. 

c) Restore the most recent backup. 

d) Verify the integrity of the restored data. 

e) Ensure all systems and services are operational. 

2.  In the event of a 
server failure 

a) Proceed to 6.9. 

Other Considerations a) Communicate the likely restoration timeline to staff. Depending on the 
nature of the impact on services, consider posting this information on the 
Shire’s website. 

b) Ensure appropriate cloud file storage services are provided so that staff 
can save and collaborate on files. 
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6.7 Loss of Data – Cloud Applications    

The Shire’s cloud applications include SynergySoft and InfoCouncil.  
 

Recovery Criteria Details 

Time Objective Within 72 hours 

Requirements 1. Mobile Phones/Phone 

2. Cloud Application Vendor contact details. 

3. Internet Connectivity 

4. Admin Staff (to test the integrity of data) 

 

Procedure 

1. Contact Cloud Vendor 
Application Support to 
report the data loss incident 
and request data recovery. 

a) Coordinate with Cloud Vendor Application Support on the data 
recovery. 

b) When data is recovered, verify the integrity and completeness of 
restored data. 

Other Considerations a) Ensure the data is recovered within the agreed SLAs with the Cloud 
Application Vendor. 

b) Coordinate with Cloud Application Vendor to align recovery protocols 
and ensure swift response times. 

c) If the Cloud Application Vendor requires an extended period to recover the 
data, revert to manual procedures for capturing information to ensure 
continuity of operations. 

6.8 Loss of an Application     

The Shire’s on-premise applications include Synergy Soft, Info-Council, Adobe, and SAP Crystal 
Reports.  In the event of an on-premise application failure, the Shire will restore from the most recent 
backup.   

 

Recovery Criteria Details 

Time Objective Within 72 hours 

Requirements 5. Mobile Phones/Phone 

6. Cloud Application Vendor contact details. 

7. IT support  

 

Procedure 

1. For on-premise 
applications (Synergy Soft 
and Altus)  

c) Identify the point of failure and the extent of the application loss. 

d) Restore the most recent backup form the backup repository. 

e) Verify the functionality and integrity of the restored application. 

f) Resume normal operations and monitor the application closely for 
any issues.   
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6.9 Loss of Communication  

This plan addresses the loss of internet connectivity at the Shire office/s, including scenarios where 
both the primary internet Broadband and backup Telstra 4G/5G fail. Internet connectivity is critical 
for operational continuity, communication, and access to cloud and on-premise systems. This 
Disaster Recovery plan ensures that connectivity is restored promptly and alternative measures 
are in place to minimise operational disruption. 

 
Recovery Criteria Details 

Time Objective Within 24 hours 

Locations Primary Site: Northampton Office 
Secondary Site: Kalbarri Office 

Resource Requirements 1. Mobile Phones (4G/5G Connectivity) / Telstra Connectivity 

2. IT Support 

3. Internet Provider Contact Details 

 
Procedure 

1. Loss of internet 
connectivity – Shire of 
Northampton  
Administration Office 

a) Initial triage: 
o Determine the cause and impact of the outage. 
o Call IT Support to assist with the initial troubleshooting. 
o Call the Internet Service Provider. 

b) Enable the Backup Internet (Telstra 4G/5G). If the 4G/5G 
connection is operational, reroute all network traffic through the 
backup. 

c) If the Primary and backup internet is down, contact IT support to 
confirm the redundancy failure and assist with advanced 
troubleshooting. 

d) Communicate likely recovery timeframe to staff. 

e) Depending on the likely outage period, notify Shire’s website and 
social media channels of the potential impact on services. 

f) Where feasible, advise staff to work from locations with stable 
internet connectivity, such as other offices or home setups, to 
maintain productivity. 

g) Advise staff once internet connectivity is restored. 

h) Remove notifications from the Shire’s website and social media 
platforms. 
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2. Loss of internet 

connectivity – Kalbarri 
Administration Office 

a) Initial triage: 

o Determine the cause and impact of the outage. 
o Call IT Support to assist with the initial troubleshooting. 

o Call the Internet Service Provider. 
b) Communicate likely recovery timeframe to staff. 

c) Depending on the likely outage period, notify Shire’s website and 

social media channels of the potential impact on services. 
d) Where feasible, advise staff to work from locations with stable 

internet connectivity, such as other offices or home setups, to 
maintain productivity. 

e) Advise staff once internet connectivity is restored. 

f) Remove notifications from the Shire’s website and social media 
platforms. 

3. In the event of loss of 
telecommunications 

a) Initial triage: 
o Determine the cause and impact of the outage. 

o Call IT Support 
o Call Phone Vendor Support 

b) Divert the Shire’s main phone number to an alternative number. (It 

may be necessary to contact IT and phone Vendor support for 
assistance). 

c) Advise staff of phone outages. 
Place notifications on the Shire’s website and social media channels. 

 

6.10 Loss of ICT Infrastructure   

The Shire depends heavily on its IT infrastructure to provide business services. This plan will 
enable the Shire to recover from losing switches, networks, routers, and/or servers. 

 

• The Shire's data is backed up at the Managed Service Provider's (MSP) data centre. In the event of 
a failure of both the primary and on-prem failover servers, the Shire can recover their data from 
the MSP data centre. 

 

Recovery Criteria Details 

Time Objective Within 24 hours 

Resource Requirements 1. Mobile Phones (4G/5G Connectivity) / Telstra Connectivity 

2. IT Support 

 

 

 
 

 
 

 
Procedure 
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1. Loss of Network a) Initial triage: 
o Call IT Support to assist with the initial troubleshooting. 
o Determine the nature and scale of the impact. 
o Liaise with the internet service provider if applicable. 

b) Communicate likely recovery timeframe to staff. 

c) Depending on the likely outage period, notify Shire’s website and 
social media channels of potential service impact. 

d) Work with the IT support provider to determine the optimal recovery 
approach. If IT Support needs to come onsite, facilitate access if they 
need to bring replacement hardware. 

2.  Loss of 
Switch/Routers/Firewall 

a) Initial triage: 
o Call IT Support to assist with the initial troubleshooting. 
o Assess the nature and extent of hardware failure and work with IT 

Support to procure and implement replacement hardware. If the 
hardware (e.g., switch, router, firewall) issue is not fixable, work with IT 
Support for purchasing and implementing replacement hardware. 

b) Communicate likely recovery timeframe to staff. 

c) Depending on the likely outage period, notify Shire’s website and 
social media channels of the potential impact on services. 

d) Work with the IT support provider to determine the optimal recovery 
approach. If IT Support needs to come onsite, facilitate access if they 
need to bring replacement hardware. 

6.11 Loss of Power   

 
Recovery Criteria Details 

Time Objective Within 24 hours 

Locations Primary Site: Shire Administration Building 
Secondary Site: Shire’s DR Location 

Resource Requirements 1. Mobile Phones (4G/5G Connectivity)/Telstra Connectivity 

2. IT Support 

3. Western Power Contact Details 

 

 

 

 

 

 

 

 

 
Procedure 
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1.  Loss of Power a) Initial triage: 
o Call Western Power (Power Provider) to determine the outage length. 
o Call IT Support to assist with the graceful shutdown of the servers. 
b) Communicate likely recovery timeframe to staff. 
c) Depending on the likely outage period, notify Shire’s website and social 

media channels of potential service impact. 
d) Arrange for Shire’s phone numbers (e.g. Senior management mobile 

numbers). You may need to contact IT and phone Vendor support for 
assistance. 

e) Advise staff to work from another location with power and internet 
connectivity. 

f) Advise staff once power is restored. 

g) Remove notifications from the Shire’s website and social media platforms. 

6.12 Cyber Attack   

A Cyber Attack may result in one or more of the above disaster situations, such as data loss 
and/or server(s) loss. In each case, the Shire should react and respond based on the type of 
attack and its impact using the information in conjunction with the appropriate sections above. 

 
6.12.1 Task 1 – Immediate response  

 

Recovery Criteria Details 

Time Objective Within 4 hours of detecting of a Cyber Attack 

Location Any Shire facility or endpoint. 

Resource Requirements 1. Mobile Phones/Phone 

2. IT Support contact details 

3. Cloud or On-Premises Application Vendor contact details 

4. Australian Cyber Security contact detail (1300 CYBER1 (1300 292 
371) 

5. Office of the Australian Information Commissioner contact details 
(1 300 363 992). 

6. Police contact details ((08) 9934 7600). 

7. Insurance contact details and policy details (LGIS (08) 9483 8888) 

 

 

 

 

 

 

 

 

 

Procedure 
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1. Cyber Attack – On-
Premise Applications / 
Servers 

a) Detection and Initial Response 
o Alert the Incident Response Team immediately. 
o Contact IT Support 
o Work with IT Support to identify the type of cyber-attack and 

determine its impact. 
o Assess if customer data is compromised. 
o Take affected systems and servers offline to prevent the cyber- attack 

from spreading. 
o Disconnect devices from the internet, isolate critical systems and 

change passwords on crucial accounts if needed. 

a) Depending on the severity of the attack, contact the following 
organisations/parties to report the incident: 

o Local Government Agencies such as the Australian Cyber 
Security and the Office of the Australian Information 
Commissioner. 

o Application Vendor Support 
o (Cyber) Insurance Provider 
o Police 

2. Cyber Attack – Cloud 
Applications 

a) Detection and Initial Response 
o Alert the Incident Response Team immediately. 
o Contact Cloud Vendor Support and assess the impact on the Shire’s 

data business processes. 
o Determine whether a Data Leak has occurred and, if so, the data types 

leaked (e.g. personal, sensitive, health, confidential) 
o Suspend access to affected cloud services to prevent the further spread 

of the attack. 
o Update passwords for essential/admin/temporary accounts where 

necessary. 
o Disable or remove temporary user accounts that may have been 

compromised. 

b) Contact the following organisations/parties to report the incident: 
o IT Support 
o Local Government Agencies such as the Australian Cyber 

Security (ACSC) and the Office of the Australian Information 
Commissioner (OAIG). 

o Application Vendor Support 

Other Considerations If a data breach has occurred, the Incident Response Team will need to 
assess whether it is notifiable. 
The following link provides guidance on Notifiable Data Breaches (NDBs). 
https://www.oaic.gov.au/ data/assets/pdf_file/0008/2240/oaic-ndb- 
form-for-training-purposes-only.pdf 
 
The link below directs to the OAIG’s NBD form, which should be completed 
in the event of a Notifiable Data Breach affecting the Shire. 
https://webform.oaic.gov.au/prod/?entitytype=DBN&layoutcode=DataBr 
eachWF 

 

 

6.12.2 Task 2 – Containment and Eradication  
 

  

Recovery Criteria Details 

Time Objective Within 72 hours of detecting a Cyber Attack 
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Location Shire’s Administration Building 

Resource Requirements 1. Mobile Phones/Phone 

2. IT Support contact details 

3. Cloud or On-Premise Application Vendor contact details 

4. Australian Cyber Security contact details 

5. Office of the Australian Information Commissioner contact details. 

 

 

Procedure 

1. Cyber Attack – On-Premise 

Applications 

a) IT Support (and/or ACSC) to contain the cyber attack 

o Determine which systems, applications and data have been 
compromised 

o Understand how the attack was carried out to prevent further 

exploitation 
b) IT Support (and/or ACSC) to eradicate the malicious threats by: 

o Removing malware and threats. The measures to remove 
malware and threats differ depending on the type of cyber- attack. 

o Review security measures and recommend/implement measures to 
strengthen security within the Shire’s systems and network. 

c) If needed, restore data and systems from the most recent backup. 

d) Test the integrity of the restored data and application(s). 
c) Conduct forensic analysis to understand the attack and improve 

defences. This will be needed for Cyber Insurance claims. 

2. Cyber Attack – Cloud 

Applications 

a) Cloud Vendor Support (and/or ACSC) to contain the cyber attack 

o Determine which cloud services and data have been 
compromised. 

o Reset credentials for affected accounts and applications. 

b) Cloud Vendor Support shall help eradicate the malicious threat by: 
o Identifying malicious sessions in the cloud environment. 

o Terminating and cleaning infected instances or containers. 
o Restoring data from the cloud backup. 

o Applying security patches and updates to fix vulnerabilities. 
o Test the integrity of the restored data and application(s). 

o Conduct forensic analysis to understand the attack and improve defenses. 

 
6.12.3 Task 3 – Communication and Engagement – Customers, Staff and Public 

 

Recovery Criteria Details 

Time Objective Within 48 hours of detecting a Cyber Attack 

Location Shire’s Administration Building 

Resource Requirements 1. Laptops/Computers. 

2. Access to the Shire’s Website and Social Media Accounts. 
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Procedure 

1. Initial Notification a) Draft a concise initial statement about the cyber-attack. Some 
considerations for the content: 

o - Acknowledgement of the incident. 
o - Assurance that the situation is being handled. 
o - Brief description of the impact. 
o - Commitment to providing further updates. 
o - Contact information for further inquiries. 

b) - Obtain approval from the CEO and/or legal. 

c) Post the initial statement on the following channels: 
o - Shire’s Website 
o - Social media platforms 
o - Email 

2.  Follow up-Communication a) Draft a follow-up communication about the cyber incident and its 
impact. Content may include:  

o - Detailed explanation of what happened. 
o - Impact assessment, including potential data exposure. 
o - Steps taken to mitigate the incident. 
o - Measures being implemented to prevent future occurrences. 
o - Assurance of transparency. 

b) - Obtain approval from the CEO and/or legal. 

c) Post the follow-up update on the following channels: 
o - Shire’s Website 
o - Social media platforms 
o - Email 

 

  

6.12.4 Task 4 – Communication and Engagement – Customers, Staff and Public 

 

 

Recovery Criteria Details 

Time Objective Within 48 hours of detecting a Cyber Attack 

Location Shire’s Administration Building 

Resource Requirements 1. Laptops/Computers. 

2. Access to the Shire’s Website and Social Media Accounts. 
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Procedure 

1.      Prepare Reports and 
Documentation 

To increase the chance of getting an insurance claim after a cyber 
incident, it's crucial to collect and maintain comprehensive evidence. 
Gather and document the following: 

a) - Detailed information about the incident and its potential for damage. 

b) - Provide evidence of the incident, such as screenshots, data logs, and  

c)   other digital evidence. 

d) - Document all costs associated with the incident, such as investigation  

e)   expenses, data recovery, and system. 

f) - Digital forensic reports or security audit results. 

 

 7.0 Key Systems and Recoverability Requirements 

 
The table below shows the key systems and the priority order in which they should be recovered in the 

event of a disaster. 

 
Restore 
Priority 

System RPO RTO Comments 

1 Firewall, 
Switches, 
Routers 

Last Known Good 
Configuration or 
State. 

24 Hrs Unifi Routers and Switches 

2 Network, 
Internet 

Last Known Good 
Configuration or 
State. 

24 Hrs Telstra NBN and Southern Cross Broadband 
Internet 

3 Server & 
Backup 
Infrastructure 

Last Known Good 
Configuration or 
State. 

24 Hrs Subject to available server hardware, power 
supplies at the time of disaster. 

4 Email System 1 Business Day Office 365 – 
Microsoft 
SLAs. 

 

5 Payroll Last Known Good 
Configuration or 
State. 

Altus – Altus 
SLAs 

 

6 Timesheet Last Known Good 
Configuration or 
State. 

Altus – Altus 
SLAs 

 

7 Finance Last Known Good 
Configuration or 
State. 

Altus – Altus 
SLAs 

 

6 Document 
Management 
Drive 
 
 
 

Last Known Good 
Configuration or 
State. 

24 Hrs  
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Restore 
Priority 

System RPO RTO Comments 

7 ERP 
Business 
Systems 
(Records 
Management) 

24 Hrs – but 
requires internal 
confirmation 

24 Hrs – but 
requires 
internal 
confirmation 

 

8 ERP Business 
Systems 
(Property and 
Rating) 

24 Hrs – but 
requires internal 
confirmation 

24 Hrs – but 
requires 
internal 
confirmation 

 

9 ERP 
Business 
Systems 
(Name and 
Address 
Register) 

24 Hrs – but 
requires internal 
confirmation 

24 Hrs – but 
requires 
internal 
confirmation 

 

10 InfoCouncil 24 Hrs – but 
requires internal 
confirmation 

24 Hrs – but 
requires 
internal 
confirmation 

 

12 File & Print 
Services 

24 Hrs – but 
requires internal 
confirmation 

24 Hrs – but 
requires 
internal 
confirmation 

 

13 Phone 
Systems 

48 Hrs – but 
requires internal 
confirmation 

48 Hrs – but 
requires 
internal 
confirmation 

 

14 Website & 
Social 
Channels 

5 Business Days 
– requires 
internal 
confirmation 

5 Business 
Days – 
requires 
internal 
confirmation 
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8.0 Disaster Situations and Responses  

 
ID Disaster Scenario Results in 

DC being 
offline? 

Actions Requires 
Restore 

Requires 
Failover to 
Alternative DC 

1 Data Centre offline 
(e.g. Fire, flood, 
weather event) 

Yes • Activate Failover site. 

• Activate affected applications 
at failover site. 

• Restore all applications as 
required. 

• Transfer traffic to failover site. 

Yes Yes 

2 Server Failure Yes • Activate Failover site (if 
required) or spin up resilient 
virtual servers in the cloud. 

• Copy server to new VM. 

• Install and/or configure 
affected applications as 
required. 

• Update user machines to 
enable them to use the VPN 
service. 

• Transfer traffic to the failover site. 

Yes Yes 

3 Network Outage Yes • Identify the source of the 
outrage, whether internal (e.g., 
hardware failure) or external 
(e.g., ISP Issue) 

• Set up alternative internet such 
as 4G/5G or Starlink to maintain 
critical operations. 

• If the issue is external, contact 
service provider for fault repair. 

No No 

4 Datacentre building 
deemed unsafe 

Maybe • Activate Failover site. 

• Activate affected applications 
at failover site. 

• Restore all applications as 
required. 

• Transfer traffic to failover site. 

Maybe 
Restore / 
failover likely 
to be required 
if re-entry to 
DC presumed 
to be greater 
than 1 
business day. 

Yes 

5 Extended Loss of 
power to the 
DataCentre 

Maybe • Activate Failover site. 

• Activate affected applications 
at failover site. 

• Restore all applications as 
required. 

• Transfer traffic to failover site. 
 
 
 

Maybe Maybe 
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ID Disaster Scenario Results in 
DC being 
Offline? 

Actions Requires 
Restore 

Requires 
Fallover to 
Alternative DC 

6 Cyber Attack 
(believed to have 
corrupted systems 
and/or backups) 

Yes • Detect whether systems 
and/or backups have been 
corrupted. 

• Take systems offline. 

• Assess impact. 

• Restore from most recent 
‘good’ backup. 

Yes Maybe 
If partial 
corruption or if 
failover site 
not active, 
then restore 
will be 
performed 
from MSP’s 
DC. 

7 Data Breach 
(compromising 
sensitive 
information of 
residents and 
employees) 

Maybe • Isolate affected systems to 
prevent further unauthorised 
access. 

• Assess impact. 

• Implement security patches and 
strengthen access controls to 
prevent future breaches. 

No No 

8 Sabotage – 
internal corruption 
of systems. 

Maybe • Assess level of breach, 
damage. Determine if it can be 
successfully contained, 
repaired. 

• If not repairable, assess 
whether Primary environment 
is recoverable. 

• If not rebuilt at primary site or 
recover at failover site. 

Maybe Maybe 
If partial 
corruption or if 
failover site not 
active, then 
restore will be 
performed from 
MSP’s DC. 

8 Sabotage – internal 
corruption of 
systems. 

Maybe • Assess level of breach, 
damage. Determine if it can be 
successfully contained, 
repaired. 

• If not repairable, assess 
whether Primary environment is 
recoverable. 

• If not rebuilt at primary site or 
recover at failover site. 

Maybe Maybe 
If partial 
corruption or if 
failover site 
not active, 
then restore 
will be 
performed 
from MSP’s 
DC. 

9 Physical 
Server(s) outage 

No • Bring Servers back online in 
DataCenter 

• If not possible provision spare 
servers and restore from offsite 
backups 

• Restore servers to IaaS 
Service Provider at a 
premium. 

No – unless 
servers 
can’t be 
brought 
back online. 

No – unless 
primary DC is 
not available 
or no suitable 
failover 
hardware 
available at the 
primary site. 

10 Key 
Application(s) 
Extended Outage 

No • Restore from most recent ‘good’ 
backup source. 

• Contact Vendor for 
Urgent/Site Down Support 

 
 
 

Yes Maybe 
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ID Disaster 
Scenario 

Results in 
DC being 
Offline? 

• Actions Requires 
Restore 

Requires 
Fallover to 
Alternative DC 

11 Cloud 
Service 
Disruption 

No • Contact the cloud service 
provider for status updates and 
expected resolution time. 

• Implement temporary 
solutions to resume 
operations. 

• Review and enforce Service 
Level Agreements (SLAs) with 
cloud providers to ensure 

• Reliability.  

No No 

12 Hardware Theft 
(critical 
infrastructure 
hardware is stolen) 

Maybe • Report the theft to law 
enforcement and relevant 
authorities. 

• Replace with spare 
hardware. 

• If not immediately 
replaceable, failover to 
secondary server/ 

Maybe Yes 

13 Phishing Attack 
(several 
employees 
disclosing their 
login credentials 
resulting to 
unauthorised 
access to internal 
systems) 

Maybe • Assess level of breach. 
• Immediately revoke and reset 

affected credentials. 
• Conduct security audit to identify 

unauthorised access or changes 
made using the compromised 
accounts. 

Maybe Maybe 

 

9.0 Rehearse, Maintain and Review  

 
It is critical that the plan is rehearsed to ensure that it remains relevant and useful. This may be done 
as part of a training exercise and is a key factor in the successful implementation of the plan during 
an emergency. 
 
The Shire must also ensure that they regularly review and update the plan to maintain accuracy 
and reflect any changes inside or outside the business. 
The following points may help: 

 

• Prepare a training schedule for all people who may be involved in an emergency at the site. 

• Pay attention to staff changes. 

• It is best to use staff titles rather than names. 

• Amend the plan based on changes to organisational structure or suppliers/contractors. 

• After an event it is important to review the performance of the plan, highlighting what was  
 handled well and what could be improved upon next time. 

• Upload Business Continuity Plan to all mobile devices. 
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10.0 Appendix  

10.1 Definition of Terms   
 

Term Meaning 

Australian Cyber Security 
Centre (ACSC) 

The Australian Signals Directorate's Australian Cyber Security Centre (ASD's ACSC) 
leads the Australian Government's efforts on cyber security. It brings together capabilities 
to improve the cyber resilience of the Australian community and help make Australia the 
most secure place to connect online. 

Backup The process of copying and archiving data to ensure it is preserved in case of a disaster. 

Business Continuity Plan 
(BCP) 

A plan to ensure that business operations can continue during and after a disaster. 

Business Continuity and 
Disaster Recovery (BCDRP) 
Plan 

A comprehensive approach to ensuring the continuation of business operations and quick 
recovery of IT systems in the event of a disaster. 

Cyber Attack An attempt by hackers to damage or destroy a computer network or system. 

Disaster Recovery Plan 
(DRP) 

A plan for restoring IT systems and operations after a disaster. 

Data Breach An incident where information is accessed without authorisation. 

Data Centre (DC) A facility used to house computer systems and associated components. 

ERP Business Systems Enterprise Resource Planning systems. 

Failover Site An alternate location where operations can continue in case the primary site fails. 

Incident Management 
Response Process 

The process for managing and responding to incidents that affect service delivery. 

Incident Management 
Response Team (IMRT) 

The team who manages and responds to incidents that affect service delivery. 

Maximum Tolerable 
Period of Disruption 
(MTPD) 

The maximum time that an organisation's key IT-dependent products or services can be 
unavailable before unacceptable consequences occur. 

Recovery Point Objective 
(RPO) 

The maximum amount of data that can be lost after a disaster before it exceeds the 
organization's tolerance level. 

Recovery Time Objective 
(RTO) 

The maximum acceptable length of time that can pass before the recovery of business 
processes after a disaster. 

Service Level Agreement 
(SLA) 

The commitment between a service provider and a client, including details of the service, 
the standards the provider must adhere to, and the metrics to measure the performance. 

Synergy Soft The Shire’s on-premise software solution for enterprise resource planning. 

Altus The Shire’s on-premise software solution for Timesheet/Payroll/Finance processes. 

InfoCouncil The Shire’s meeting minutes/agenda software solution. 

F  Drive The Shire’s on-premise Document Management System. 
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10.2 Event Log    

The event log is used to record information, decision and actions in the period immediately following 

the critical event or incident. 

 

Date Time Information/Decisions/Actions Initials 

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    

    



 108 9.9.1(2) 

 

Attachments - Ordinary Meeting of Council - 21 August 2025 

  
 

 

10.3 Response Checklist    
 

Incident Response ✔ Actions Taken 

Have you: 

Assessed the severity of the incident? 
 

☐ 

 

Evacuated the site if necessary? ☐ 
 

Accounted for everyone? ☐ 
 

Identified any injuries to persons? ☐ 
 

Contacted Emergency Services? ☐ 
 

Implemented your Incident Response Plan? ☐ 
 

Started an Event Log? ☐ 
 

Activated staff members and resources? ☐ 
 

Appointed a spokesperson? ☐ 
 

Gained more information as a priority? ☐ 
 

Briefed Team Member on incident? ☐ 
 

Allocated specific roles and responsibilities? ☐ 
 

Identified any damage? ☐ 
 

Identified critical activities that disrupted? ☐ 
 

Kept staff informed? ☐ 
 

Contacted key stakeholders? ☐ 
 

Understood and compiled with any 

regulation/compliance requirements? 
☐ 

 

Initiated media/public relations response? ☐ 
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10.4 Recovery Checklist   
  

Incident Response ✔ Actions Taken 

Now that the crisis is over have you: 

Refocused efforts towards recovery? 
 

☐ 

 

Deactivated staff members and resources as 

necessary? 
☐ 

 

Continued to gather information about the 

situation as it affects you? 
☐ 

 

Assessed your current financial position? ☐ 
 

Reviewed cash requirements to restore 

operations? 
☐ 

 

Contacted your insurance broker/company? ☐ 
 

Developed financial goals and timeframes for 

recovery? 
☐ 

 

Kept staff informed? ☐ 
 

Kept key stakeholders informed? ☐ 
 

Identified information requirements and sourced 

the information? 
☐ 

 

Set priorities and recovery options? ☐ 
 

Updated the recovery plan? ☐ 
 

Captured lessons learnt from your individual, team 

and business recovery? 
☐ 
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d
s
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p
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c
h
a
n
g
e
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A

p
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v
e
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n
d
 c
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m

m
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a
te
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e
w
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is
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tio
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a
l c
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n
g
e
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s
s
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a
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e
n
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S
u
s
ta

in
a
b
ili

ty
 

P
ra

c
tic

e
s
 

 F
a
ilu

re
 

to
 

fu
lfi

l 

C
o
m

p
lia

n
c
e
 

re
q
u
ir
e
m

e
n
ts

 

F
a
ilu

re
 t
o
 e

n
s
u
re

 

fin
a
n
c
ia

l s
u
s
ta

in
a
b
ili

ty
 

E
x
p
e
c
ta

tio
n
s
 o

f 
in

c
re

a
s
e
d
 le

v
e
l o

f 
s
e
rv

ic
e
; 

E
c
o
n
o
m

ic
 d

o
w

n
tu

rn
 i
m

p
a
c
tin

g
 r

e
v
e
n
u
e
. 

L
im

ite
d
 a

c
c
e
s
s
 t
o
 f
in

a
n
c
ia

l i
n
fo

rm
a
tio

n
, 
im

p
a
c
tin

g
 f
in

a
n
c
ia

l p
la

n
n
in

g
. 

 

U
n
c
e
rt

a
in

ty
 o

v
e
r 

g
o
v
t.
 f
u
n
d
in

g
; 

U
n
c
e
rt

a
in

ty
 o

v
e
r 
fe

e
s
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n
d
 c

h
a
rg

e
s
; 

C
h
a
n
g
in

g
 c

o
m

p
lia

n
c
e
 r
e
q
u
ir
e
m

e
n
ts

; 

R
a
te

 s
tr

a
te

g
ie

s
. 

L
o
s
s
 o

f 
g
ra

n
t 
fu

n
d
in

g
 d

u
e
 t
o
 t
h
e
 u

n
tim

e
ly

 d
e
liv

e
ry

 o
f 
w

o
rk

s 

F
in

a
n
c
ia

l s
u
s
ta

in
a
b
ili
ty

 

Partially Controllable 

1
. 
A

s
s
e
t 
M

a
n
a
g
e
m

e
n
t 
P

la
n
. 

2
. 
L
o
n
g
 T

e
rm

 F
in

a
n
c
ia

l P
la

n
. 

3
. 
C

o
rp

o
ra

te
 B

u
s
in

e
s
s
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la
n
 a

n
d
 r

o
u
tin

e
 r

e
p
o
rt
in

g
 t
o
 C

o
u
n
c
il 

(i
n
c
lu

d
in

g
 r

is
k
s
 a

s
s
o
c
ia

te
d
 w

ith
 g

ra
n
t 

 

 
 

fu
n
d
e
d
 p

ro
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c
ts

) 

4
. 
L
a
n
d
 i
n
v
e
s
tin

g
 (

a
s 

fu
tu

re
 r

e
v
e
n
u
e
 s

o
u
rc

e
) 

5
. 
C

le
a
r 

g
o
a
l o

f 
re

d
u
c
in

g
 t
h
e
 p

e
rc

e
n
ta

g
e
 o

f 
o
p
e
ra

tin
g
 c

o
st

s 
fu

n
d
e
d
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ro

m
 u

n
tie

d
 r

e
v
e
n
u
e
. 

6
. 
R

a
tin

g
 S

tr
a
te

g
y 

 

A
d
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q
u
a
te

 
F

in
a
n
c
ia

l 
M

A
J
O

R
 

U
N

L
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E
L
Y

 
M

O
D

E
R

A
T

E
 

Y
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p
p
e
tit

e
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n
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o
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ra
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S
e
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s
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c
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O
rg

a
n
is

a
tio

n
a
l 

C
a
p
a
b
ili

ty
 

In
s
u
ff
ic

ie
n
t 

o
rg

a
n
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a
tio

n
a
l c

a
p
a
b
ili

ty
 

to
 s

u
p
p
o
rt

 t
h
e
 S

h
ir
e
's

 

g
ro

w
th

 

O
u
td

a
te

d
 p

la
n
n
in

g
 s

c
h
e
m

e
s
, 
a
n
d
 p

o
lic

ie
s
 t
h
a
t 
d
o
n
’t 

d
e
liv

e
r 

g
ro

w
th

. 
 

L
a
c
k
 o

f 
s
tr

a
te

g
ic

 a
n
d
 r
e
g
io

n
a
l p

la
n
n
in

g
 t
o
 d

e
liv

e
r 
s
u
s
ta

in
a
b
le

 g
ro

w
th

 

R
e
a
c
tiv

e
 p

la
n
n
in

g
 t
o
 s

h
o
rt

 t
e
rm

 is
s
u
e
s
 w

h
ic

h
 u

n
d
e
rm

in
e
s
 s

tr
a
te

g
ic

 d
ir
e
c
tio

n
 

L
a
c
k
 o

f 
re

s
o
u
rc

e
s
 w

it
h
in

 t
h
e
 p

la
n
n
in

g
 t
e
a
m

s
. 

L
a
c
k
 o

f 
c
o
m

m
u
n
ity

 t
ru

s
t 
in

 r
e
s
p
e
c
t 
o
f 
d
e
liv

e
ry

 v
is

io
n
 f
o
r 

g
ro

w
th

 

 

O
rg

a
n
is

a
tio

n
a
l 

P
e
rf

o
rm

a
n
c
e
, 

R
e
p
u
ta

tio
n
, 

C
o
m

m
u
n
ity

 im
p
a
c
t 

Controllable 

1
. 
L
o
c
a
l 
h
e
ri
ta

g
e
 s

u
rv

e
y 

2
. 

U
p
d
a
te

d
 lo

c
a
l p

la
n
n
in

g
 s

c
h
e
m

e
s
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n
d
 p

o
lic

ie
s
 s

p
e
c
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c
 t
o
 r

u
ra

l l
a
n
d
 u

s
e
, 
fil

lin
g
 o

f 
la

n
d
, 
o
u
tb

u
ild

in
g
s
, 

  
  
R

-c
o
d
e
 

v
a
ri
a
ti
o
n
s
 a

n
d
 u

n
a
u
th

o
ri
s
e
d
 d

e
v
e
lo

p
m

e
n
t 

3
. 
P

ro
c
e
s
s
 t
h
a
t 
e
n
c
o
u
ra

g
e
s 

p
re

-l
o
d
g
e
m

e
n
t 
fo

r 
a
p
p
lic

a
n
ts

 

4
. 
R

is
k
 b

a
s
e
d
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p
p
ro

a
c
h
 t
o
 d

e
v
e
lo

p
m

e
n
t 
a
s
s
e
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m
e
n
t.
 

5
. 

W
o
rk

 w
it
h
 c

o
m

m
u
n
it
y
 g

ro
u
p
s
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o
 u

p
d
a
te

 t
h
e
m

 o
n
 p

la
n
n
in

g
 a

c
ti
v
it
ie

s
 a

n
d
 t
o
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d
d
re

s
s
 a

n
y
 c

o
n
c
e
rn

s
. 

  
 

a
s
 t
h
e
y
 a

ri
s
e
 a

t 
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a
s
t 
a
n
n
u
a
lly

. 
6

. 
F

a
c
ili

ta
te

 c
o
m

m
u
n
ity

 e
n
g
a
g
e
m

e
n
t 
p
ro

c
e
s
s
e
s 

o
n
 p

iv
o
ta

l p
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n
n
in

g
 p

ro
p
o
s
a
ls

. 

7
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O
b
ta

in
 s

ta
k
e
h
o
ld

e
r 

a
n
d
 c

o
m

m
u
n
ity

 in
p
u
t 
o
n
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n
n
in

g
 p

ro
p
o
s
a
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. 

8
. 

E
m

p
h
a
s
is

e
 a

n
 im

p
ro

v
e
d
 p

ra
c
tic

e
 o

f 
c
u
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o
m

e
r 

s
e
rv
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e
 f
o
r 

d
e
v
e
lo

p
m

e
n
t 
a
s
s
e
s
s
m

e
n
t 
p
ro

c
e
ss

e
s
. 

9
. 

U
n
d
e
rt

a
k
in

g
 c

o
m

p
lia

n
c
e
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n
d
 e

n
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rc
e
m

e
n
t 
a
c
tiv
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e
s
 t
o
 e

n
s
u
re

 la
n
d
 u

s
e
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n
d
 d

e
v
e
lo

p
m

e
n
t 
re
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c
ts

 

  
  
 

th
e
 r

e
g
u
la

to
ry

 f
ra

m
e
w

o
rk

 f
o
r 

th
e
 S

h
ir
e
 

 

A
d
e
q
u
a
te

 
O
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a
n
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a
tio

n
a
l 

P
e
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o
rm

a
n
c
e
, 

R
e
p
u
ta
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n
, 

S
o
c
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o
m

m
u
n
ity

 

O
u
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o
m

e
s 

M
O

D
E

R
A

T
E

 
U

N
L
IK

E
L
Y

 
M

O
D

E
R

A
T

E
 

N
o
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m

p
ro

v
e
m

e
n
t 

re
q
u
ir
e
d
 

E
x
e
c
u
ti
v
e
 M

a
n
a
g
e
r,

 

C
o
m

m
u
n
it
y
 

D
e
v
e
lo

p
m

e
n
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&

 

R
e
g
u
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ti
o
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o
m

m
e
n
c
e
 s
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g
e
d
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p
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g
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 p
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n
n
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n
d
 d

e
v
e
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p
m

e
n
t 

d
o
c
u
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Diverse 

A
s
s
e
t 

m
a
n
a
g
e
m

e
n
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&

 
s
u
s
ta

in
a
b
ili

ty
 

p
ra

c
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e
s
 

E
x
is

tin
g
 a

s
s
e
ts

 f
a
il 

to
 

m
e
e
t 
th

e
 m

in
im

u
m

 

re
q
u
ir
e
m

e
n
ts

 f
o
r 
c
u
rr

e
n
t 

a
n
d
 f
u
tu

re
 g

ro
w

th
 

R
e
p
la

c
e
m

e
n
t 
o
n
ly

 f
o
c
u
s
e
s 

o
n
 im

m
e
d
ia

te
 n

e
e
d
s
, 
e
x
c
lu

d
in

g
 

c
o
n
s
id

e
ra

tio
n
 o

f 
fu
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h
e
r 

u
s
a
g
e
s
/o

p
p
o
rt

u
n
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e
s
. 

A
g
e
in

g
 a

s
s
e
ts
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In
s
u
ff
ic

ie
n
t 
fu

n
d
in

g
 in

c
lu

d
in

g
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 la
c
k
 o

f 
a
s
s
e
t 
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p
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c
e
m

e
n
t 
fu

n
d
in

g
; 

L
a
rg

e
 n

u
m

b
e
r 

o
f 
a
s
s
e
ts

 c
o
m

p
a
re

d
 t
o
 r

a
te

s
 b

a
s
e
. 

C
o
n
fli

c
tin

g
 p

ri
o
ri
tie

s
 a

c
ro

s
s
 t
h
e
 o

rg
a
n
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a
tio

n
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B
e
s
t 
v
a
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e
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o
r 
m

o
n
e
y 

o
p
tio

n
 n

o
t 
a
c
h
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v
e
d
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F
in

a
n
c
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l 

s
u
s
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a
b
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, 

R
e
p
u
ta
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n
 

d
a
m

a
g
e
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P

h
y
s
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a
l 
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p
a
c
t 

Controllable 

1
. 
S

e
e
k
 g

ra
n
t 
fu

n
d
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u
p
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o
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d
e
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o
a
d
 u

p
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L
o
b
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n
d
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d
v
o
c
a
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h
e
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o
v
e
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m
e
n
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to
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s
s
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p
g
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d
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g
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h
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h
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e
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 p
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o
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n
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P
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e
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d
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o
c
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C
o
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m
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O
u
tc

o
m
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P
h
y
s
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a
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H
e
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a
n
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a
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R
e
p
u
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F
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a
n
c
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M
A

J
O
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P
O

S
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L
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S
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N
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A
N

T
 

N
o
 -

 I
m

p
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v
e
m

e
n
t 
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e
d
 

M
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S
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C
o
m

m
u
n
ity

 
e
n
g
a
g
e
m

e
n
t 

p
ra

c
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e
s
 

F
a
ilu

re
 t
o
 m

a
n
a
g
e
 

s
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k
e
h
o
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e
r 

e
x
p
e
c
ta

tio
n
s
 (

S
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 a

n
d
 

F
e
d
e
ra

l g
o
v
t.
 /
 

d
e
v
e
lo

p
e
rs

 /
 

b
u
s
in

e
s
s
e
s
) 

 

 

H
is

to
ri
c
a
l l

a
c
k
 o

f 
e
n
g
a
g
e
m

e
n
t 
w

ith
 s

ta
k
e
h
o
ld

e
rs
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L
a
c
k
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f 
u
n
d
e
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n
d
in

g
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f 
s
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k
e
h
o
ld
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e
x
p
e
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a
tio

n
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C

o
n
fli

c
tin

g
 

p
ri
o
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tie

s
 b

e
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e
e
n
 t
h
e
 c

o
u
n
c
il 

a
n
d
 s
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k
e
h
o
ld

e
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; 
N

a
tu

re
 o

f 
th

e
 

S
h
ir
e
 –

 le
g
a
c
y
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c
tic

e
s
. 

Im
p
a
c
t 
o
n
 

o
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a
n
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a
tio

n
 

e
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n
c
y
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n
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e
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e
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E
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c
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o
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n
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o
c
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c
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d
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a
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S
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a
te

g
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S
ta

k
e
h
o
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e
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R
e
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M
A

J
O
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L
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Proud 

C
o
m

m
u
n
ity

 
e
n
g
a
g
e
m

e
n
t 

p
ra

c
tic

e
s
 

F
a
ilu

re
 t
o
 e

ff
e
ct

iv
e
ly

 

e
n
g
a
g
e
 w

ith
 t
h
e
 

c
o
m

m
u
n
ity

 t
o
 b

u
ild

 t
ru

s
t.
 

, 
d
e
liv

e
r 

o
u
tc

o
m

e
s
 a

n
d
 

m
a
n
a
g
e
 e

x
p
e
c
ta

tio
n
s
 

S
tr

o
n
g
 p

o
lit

ic
a
l a

c
tiv

is
m

 b
y
 t
h
e
 c

o
m

m
u
n
ity

 a
n
d
 p

o
lit

ic
a
l p

re
s
s
u
re

; 

K
e
y
 s

ta
ff
 t
u
rn

o
v
e
r.
 

K
e
y
 p

e
rs

o
n
 d

e
p
e
n
d
e
n
c
ie

s
. 

N
o
t 
e
ff
e
ct

iv
e
ly

 c
o
m

m
u
n
ic

a
tin

g
 c

h
a
n
g
e
 t
o
 t
h
e
 c

o
m

m
u
n
ity

 

C
o
n
fli

c
tin

g
 /
 c

o
m

p
e
tin

g
 e

x
p
e
ct

a
tio

n
s
. 

U
n
d
e
liv

e
re

d
 p

ro
m
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e
s
 (

to
 t
h
e
 c

o
m

m
u
n
ity

);
 F

a
ilu

re
 t
o
 li

s
te

n
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o
 t
h
e
 

c
o
m

m
u
n
ity

. 

L
a
c
k
 o

f 
u
n
d
e
rs

ta
n
d
in

g
 o

f 
c
o
m

m
u
n
ity

 e
x
p
e
ct

a
tio

n
s
 a

n
d
 n

e
e
d
s
; 

F
a
ilu

re
 t
o
 in

c
o
rp

o
ra

te
 e

n
g
a
g
e
m

e
n
t 
in

to
 S

h
ir
e
 p

ro
c
e
s
s
e
s 

R
e
p
u
ta

tio
n
 

Partially Controllable 

1
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S

h
ir
e
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e
b
s
ite
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n
d
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n
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Attachments - Ordinary Meeting of Council - 21 August 2025 
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Members: Councillors Sudlow, R.Suckling, Burges and Hay 
 

 
    SHIRE OF NORTHAMPTON 

MINUTES 
Audit and Risk Management Advisory Committee held in the Council Chambers, 

Northampton 
1 August 2025 

 

 
1. DECLARATION OF OPENING OF MEETING BY THE CHAIRPERSON 

Cr Roslyn Suckling declared the meeting open at 1.00pm 
 

2. ACKNOWLEDGEMENT OF COUNTRY  
We would like to respectfully acknowledge the Yamatji People who are the 
Traditional Owners and First People of the land on which we meet. We 
would like to pay our respects to the Elders past, present and future for they 
hold the memories, the traditions, the culture and hopes of the Yamatji 
People. 

 
3. ATTENDANCE / APOLOGIES 

Members 
Cr Roslyn Suckling 
Cr Liz Sudlow – Shire President 
Cr Richard Burges 
Cr Tim Hay 
 
Apologies 
Nil. 
 
Observers 
Mr Andrew Campbell (CEO) 
Mrs Leanne Rowe (Manager Financial Services) 
Mrs Michelle Allen (Manager Corporate Services) 
 
 

4. DECLARATIONS OF FINANCIAL INTERESTS 
Nil. 

 
5. CONFIRMATION OF MINUTES OF MEETING HELD 9 DECEMBER 2024 

 

Moved: Cr Sudlow    Seconded Cr Hay 
 
“That the minutes of the Audit and Risk Management Advisory 
Committee held on 9 December 2024 be received as a true and 
correct record.”   

Carried 4-0 
 
For: Cr’s Suckling, Sudlow, Burges, and Hay. 
Against: Nil  
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6. REVIEW OF FINDINGS OF 2024/25 INTERIM FINANCIAL AUDIT 
The Committee considered the 2024/25 Interim Financial Audit provided by 
AMD. The document was tabled for discussion.  

 

Moved: Cr Sudlow    Seconded Cr Burges 
 
“That the 2024/25 Interim Financial Audit is recommended to Council 
for adoption.”   

Carried 4-0 
 

For: Cr’s Suckling, Sudlow, Burges, and Hay. 
Against: Nil 

  
 

7. BUSINESS CONTINUITY AND DISASTER RECOVERY PLAN 
The Manager Corporate Services provided an overview of the draft 
Business Continuity and Disaster Recovery Plan for the Audit Committee. 
The plan was tabled for discussion. 
 

 

Moved: Cr Hay    Seconded: Cr Sudlow 
 
“That the Business Continuity and Disaster Recovery Plan is 
recommended to Council for adoption with the change of the 
nominated legal representatives McLeods being changed to Legal 
Representatives selected from the WALGA Preferred Supplier List”   

Carried 4-0 
 

For: Cr’s Suckling, Sudlow, Burges, and Hay. 
Against: Nil 

 
  

  
8. STRATEGIC RISK REGISTER 2025 

The Manager Corporate Services provided an overview of the draft Strategic 
Risk Register. The register was tabled for discussion. 
 

 

Moved: Cr Sudlow    Seconded: Cr Burges 
 
“That the Strategic Risk Register is recommended to Council for 
adoption.”   

Carried 4-0 
 

For: Cr’s Suckling, Sudlow, Burges, and Hay. 
Against: Nil 
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Minutes – Audit and Risk Advisory Committee  - 1 August 2025  

Members: Councillors Sudlow, R.Suckling, Burges and Hay 
 

 
 

9. GENERAL BUSINESS 
Nil. 
 

10. DATE FOR NEXT MEETING 
To be advised.  

 
11. CLOSURE 

There being no further business the Chairperson closed the meeting at 
1.44pm. 
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